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Introduction

This In-Depth Exploration of the National Security Trend
Analysis 2024 has been compiled by the National Network
of Safety and Security Analysts (ANV) at the request of the
National Coordinator for Counterterrorism and Security
(NCTV). The Trend Analysis charts the most important
developments for national security and thus serves as a
foundation for updating the implementation of the Security
Strategy for the Kingdom of the Netherlands. The Trend
Analysis builds on the findings of the National Risk
Assessment of the Kingdom of the Netherlands (NRA) that
was prepared by the ANV in 2022 (ANV, 2022).

The National Security Trend Analysis consists of two parts:
« The Main Report;
« The In-Depth Exploration of the Trend Analysis.

The In-Depth Exploration of the Trend Analysis contains

an overview of the developments for each of the ten threat
themes discussed in the NRA (section A). This is followed

by an overview of the developments in eight different
technology areas with potential implications for national
security (section B). This report also includes a further
explanation of the methodology used (section C) and a brief
introduction into the ANV (section D).

A summary and integral picture of the developments can
be found in the Main Report, which also includes cross-
thematic, strategic insights that emerge from the Trend
Analysis. In addition, it discusses the possible implications
for further strategy development.
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Section A

Overview of developments
per threat theme from

the NRA

This section provides an overview of the key developments
for each threat theme outlined in the National Risk
Assessment (NRA)." Depending on the classification and
content of the threat theme in question, the following
topics are discussed for either the theme in its entirety or
the underlying threat categories:

« The most important findings and conclusions from the
Trend Analysis

- Ageneral overview of the findings and state of affairs
compared to the NRA

« Afurther explanation of the threat assessment based on
possible developments

1 Note: the topic of organised crime is not an individual threat theme in
the NRA, but has been included as a separate theme here to match the
classification used in the Security Strategy
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A.1 Climate and natural disasters

Key findings and conclusions

As part of the theme of Climate and natural disasters,
four types of threats that could affect national security
have been analysed in the National Risk Assessment.
These are floods, extreme weather events, wildfires and
earthquakes. The NRA has previously identified that climate
change has a major impact on these threats. Compared

to the insights presented in the NRA, climate change
continues to accelerate and may have greater effects

than previously thought. As a result both the impact and
likelihood of extreme weather events, floods and wildfires
are increasing.

General overview of findings and state of affairs
compared to NRA

Extreme weather events

The climate scenarios of the Royal Netherlands
Meteorological Institute (KNMI, 2023) show that average
temperatures in the Netherlands have continued to increase
and will continue to rise even faster than anticipated. Higher
temperatures translate into an increase in extreme weather
events, such as extreme heat, drought and precipitation.
The predictions for Dutch summers are particularly striking.
Summers will get a lot hotter and the frequency and
intensity of heat waves will increase (PBL, 2024). In a world

10 |

thatis 2 degrees warmer, summer heat in the Netherlands
could reach 45 degrees Celsius around the year 2100. Due
to the heat island effect, temperatures in cities, especially
at night, are 5 degrees higher on average than in the
countryside (KNMI, 2023; Nu.nl, 2023). Cities will therefore
be the first to be confronted with the negative effects of
the warming (EEA, 2022; Academische Werkplaats Gezonde
Leefomgeving, 2023).

Heat waves are already the deadliest natural disasters
worldwide and this will only get worse in the coming
years (UN, 2023). No less than 31% of heat-related
deaths in the Netherlands can be attributed to climate
change. This corresponds to almost 250 deaths per year
(RIVM, 2021). The higher temperatures at night are
especially dangerous because the body has no chance to
recover from the heat.

In addition to an increase in temperature, it may also
become significantly drier than previously thought.
According to the driest KNMI scenario, the average
precipitation deficitin 2100 could be 79 percent greater
than in the past thirty years (KNMI, 2023). In this driest
scenario, an average summer in the future (in 2100) will
be about as dry as an extremely dry summer today. At
the same time, the number of heavy showers with a lot

National Security Trend Analysis 2024 - In-Depth Exploration of the Trend Analysis



of rainfall in a short time also increases (KNMI, 2023).

The number of downpours per year in the Netherlands
has almost doubled in a century. We see a shift towards
showers that are heavier (more rain per shower) and more
intense showers (more rain per time unit) (KNMI, 2023).
In addition, wind gusts may become stronger during
showers, the likelihood of fall winds increases and the
largest hailstones are likely to become even larger.

Temperatures are also rising in the Caribbean part of the
Kingdom of the Netherlands (hereinafter: the Kingdom).
As a result, extremely high temperatures can be reached.
For instance, the summer of 2023 was the hottest ever with
temperatures between 40 and 50 degrees Celsius (Stamper,
2023). Such high temperatures can cause health damage.
Loss of biodiversity can also occur. Fading corals are

proof of this. On the other hand, the amount of Sargassum
(choking seaweed), which pollutes beaches, is growing
(Central Bank of Curacao and Sint Maarten, 2023). Not only
are temperatures going up, the wind will also blow harder
and the total amount of rainfall is expected to decrease
(KNMI, 2023). However, there will also be moments of
extreme precipitation, such as in November 2022 when
Bonaire suffered massive rainfall that flooded parts of

the island (NOS, 2023). In the Windward Islands, the
likelihood of severe hurricanes with lots of rain increases.
The frequency of hurricanes of the heaviest category will
increase to once every 20 to 34 years in the future (until
2050), compared to once every 39 years now (KNMlI,
2023). The Leeward Islands are not directly hit by these
hurricanes, which tend to follow a more northerly route.
However, there are signs that their route will gradually
move southwards. This means that the Leeward Islands
will feel the effects of passing hurricanes (in the distance)
more often, for instance through heavy rainfall. An increase
in heavy rainfall can in turn lead to (an acceleration of)
erosion. The more extreme temperatures, fading coral and
polluted beaches can be a threat to residents and tourism.
The Caribbean economy runs on tourism. Its decline would
therefore have major economic consequences. In addition,
coral die-off can also affect the fishing industry, as healthy
corals are important hiding and breeding places for fish.

In addition, climate-related natural disasters, such as
hurricanes, can cause major financial losses and disrupt
critical processes, society and the economy (Central Bank
of Curacao and Sint Maarten, 2023).

Floods

As described above, higher temperatures increase the
chance and intensity of extreme weather events. The KNMI
climate scenarios show that these events could become so
extreme that the water system will probably no longer be
able to cope (KNMI, 2023).

National Security Trend Analysis 2024 - In-Depth Exploration of the Trend Analysis

On the one hand, the number of heavy showers with a lot
of rainfall in a short period of time is increasing. This also
increases the risk of excess water and flooding. On the
other hand, the Netherlands is becoming considerably
drier, especially during the summer. This may lead to
freshwater shortages for drinking water production,
nature, agriculture, industry and other water consumers
faster than originally anticipated. It is expected that the
current freshwater buffer of the lJsselmeer will become
insufficient more often than once every 5 years from 2050
onwards (KNMI, 2023). The Netherlands will thus face two
opposing problems.

Apart from extreme weather events, the rising sea level will
also affect the water system. Sea level rise will continue

at an ever-faster pace (PBL, 2024). Currently the rise is

a few millimetres per year, but this is expected to have
increased to several decimetres per year (16 to 37 cm) by
2050. This increases the likelihood of flooding and thus

the risk to people, their surroundings and the environment
(KNMI, 2023). In the Caribbean part of the Kingdom, sea
level rise poses a particular threat to the low-lying parts

of the Leeward Islands. Incidentally, floods in this area

(and vulnerability to them) are not only due to climate
change. The removal of natural barriers such as mangroves,
deforestation and large-scale construction projects in
coastal areas also play a part.

Wildfires

Besides creating problems in the water system, higher
temperatures also increase the risk of wildfires (PBL, 2024).
The number and intensity of wildfires are increasing
worldwide. In addition, the duration of the wildfire season
has risen by 27% since 1979 (OECD, 2023). Due to the
effects of climate change, the Netherlands will also face
wildfires more frequently (KNMI, 2023). As drought and
heat intensify each other, wildfire risk is increasing faster
than climate change (NIPV, 2023). Also, wildfires are more
and more often becoming intense fires that cannot be
extinguished and the likelihood of several of such fires
coinciding is increasing. This may create such great pressure
on the firefighting system that the limits of firefighting
capabilities are reached (NIPV, 2023).

Earthquakes

Earthquakes are not affected by climate change. For
induced earthquakes, the most important development is
that gas extraction in Groningen has been stopped as of
October 2023. The Groningen field has been permanently
closed as of 19 April 2024, which means that start-up
during emergencies is no longer possible (Government of
the Netherlands, 2024). Stopping gas extraction ensures
that both the probability and strength of earthquakes will
decrease. In recent years, the total number of earthquakes
in Groningen has gone down. The largest number of
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earthquakes with a magnitude greater than 1.5 was
recorded in 2013 (30). The number was much lower in
2018 (15), 2019 (11), 2020 (16), 2021 (12), 2022 (12) and
2023 (9) (KNMI, 2024). However, a risk of earthquakes will
continue to exist for a long time because of the pressure
differences built up in the ground due to gas extraction.
There are no known developments that influence the threat
of natural earthquakes.

Explanation of threat assessment

The ever-accelerating climate change is affecting threats
within multiple threat categories. These are extreme
weather events, floods and wildfires. Their likelihood and
impact are increasing.

Higher temperatures translate into more extreme weather
events, such as extreme heat, drought and precipitation.
On the other hand, the number of ice days is decreasing.
Snowstorms are therefore less likely to occur. The higher
temperatures also mean that the extreme weather events
can become more severe and therefore haver greater
impact. For example, the number of fatalities due to heat
will increase in the coming years. In addition, exposure

to UV radiation is going up, increasing the risk of chronic
diseases such as skin cancer (PBL, 2024). Extremely

high temperatures can also cause a lack of basic needs.
Rising temperatures will create a freshwater shortage for
drinking water production, nature, agriculture, industry
and other water users sooner than anticipated. This can
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put pressure on the availability of drinking water and
options for personal hygiene. Almost half of the people also
have very few options in their home to cool off when it is
persistently hot. This affects the availability of a safe living
environment. In addition, due to the heat island effect,

it can be up to 5 degrees warmer in cities than in rural
areas. And it is precisely in the cities that many vulnerable
groups of people can be found, for example in schools

and hospitals. This can also affect the availability of a safe
living environment, as well as the continuity of essential
healthcare. When temperatures become so high thatitis
temporarily unsafe to go outside, people’s daily lives will
be disrupted. Going to school or work, using social facilities
or doing grocery shopping may not be possible for a short
period of time.

With regard to the water management system, the most
striking prediction is that it could become extremely dry,
but that there could be short bursts of very heavy rainfall as
well. The Dutch water system must therefore be prepared
for the impact of two threats that are at opposite ends of
the spectrum. The impact of wildfires may increase due to
the high probability of their occurrence combined with a
further densification of the Netherlands. People will have
to flee more often, direct and indirect damage and failure
of critical infrastructure will become more common, and
irreparable damage to flora and fauna will occur more
frequently. In addition, people’s health will be threatened
more often (NIPV, 2023).

National Security Trend Analysis 2024 — In-Depth Exploration of the Trend Analysis



A.2 Infectious diseases

Key findings and conclusions

The situation for all developments described in the NRA
remains largely unchanged. There have been no changes
affecting national security. However, new technological
developments within bioinformatics and Al will affect
infectious disease risks now and in the future. Also,
declining vaccination coverage may have implications
for the population’s immunity against a wide range of
infectious diseases.

General overview of findings and state of affairs
compared to NRA

The COVID-19 pandemic has made it clear that a pandemic
of such magnitude impacts a wide range of national
security interests. Since the pandemic, there has been an
increase in research into high-risk pathogens worldwide.
This heightens the risk of the intentional or unintentional
release of one of these pathogens from a laboratory (Kaiser,
2023). Furthermore, outbreaks of the avian influenza virus
(bird flu) remain relevant. Since an increasing number of
animal species can become infected by the influenza virus,
this may have consequences for the emergence of variants
that can spread to humans.

Arecent RIVM report (on vaccination coverage in
2022) shows a drop in the percentage of children who

National Security Trend Analysis 2024 - In-Depth Exploration of the Trend Analysis

are vaccinated as part of the National Immunisation
Programme. Moreover, the vaccination coverage has fallen
below 90% for the first time in a long period (NOS, 2024).
This means that several infectious diseases may make a
comeback.2 An explanation for the decline in vaccination
coverage seems to be that more parents have a negative
view of vaccination these days. Confidence in vaccines has
declined, for example due to the COVID-19 pandemic.

The decreasing vaccination coverage is cause for concern,
since the risk of an outbreak of serious infectious diseases
increases when the minimum vaccination coverage is not
reached. In addition, the declining vaccination coverage is
atrend that is seen in the last two years. Needless to say, if
the vaccination coverage continues to fall, the likelihood of
infectious disease outbreaks will further increase. Although
the measures taken during the COVID-19 pandemic
resulted in a sharp drop in the number of reported cases,
we now see a slight upward trend in these number for
many infectious diseases (RIVM, 2023a; RIVM, 2023b).

2 Animportant note to make is that since 1 January 2022, it is no longer
possible to share personal data without consent. Therefore, some
vaccinations are reported anonymously. These anonymous reports are
not included when determining the vaccination coverage, resulting
in underreporting.
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Technology can affect the risks posed by infectious
diseases to national security in several ways. Thanks to
developments in bioinformatics, infectious diseases and
zoonoses can be diagnosed ever quicker. The further
development of artificial intelligence might contribute

to this in the future, for instance by lightning-fast DNA
analysis of potential pathogens or pathogen monitoring of
wastewater. A possible downside of such developments is
thatinformation on harmful agents and their production
may well become more accessible to people with malicious
intentions (see also section B.7 on biotechnology).
However, production constraints related to funding,
infrastructure and materials remain to exist (Carter, 2023).
In addition, improvements in outbreak surveillance and
modern techniques will make it easier to detect sources of
food contamination early on, reducing the risk of crisis due
to an outbreak. On the other hand, food and livestock are
more often transported internationally and produced on a
larger scale, which may actually increase such a risk.

Finally, a number of other developments may potentially
affect national security. Monitoring for the presence of
plant diseases in ornamental and food crops, for example,
is ongoing. If a highly damaging variant, such as Tomato
brown rugose fruit virus (TOBRFV) or Xylella fastidiosa,
endangers food production, this could have an impact on
national security. In addition, a side effect of the COVID-19
pandemic is the reduced spread of resistant bacteria and
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hence a decrease in their numbers. However, the situation
seems to be returning to normal and a catch-up effect has
been observed in 2023. Climate change might also lead to
an increased risk of infectious diseases in the Netherlands,
due to, for instance, new vectors settling more easily,
viruses dividing faster or the presence of contaminated
water. At present, however, other social, biological

and economic factors still play a more important role
(RIVM, 2024).

Explanation of threat assessment

The threat assessment for infectious diseases has not
changed significantly from the one outlined in the NRA.

A number of factors may increase the risk of an outbreak,
though, such as the number of laboratories conducting
research on high-risk pathogens and the increasing
number of animal species that can become infected

with the influenza virus. The influence of developments

in technology, such as in bioinformatics and artificial
intelligence, can have both positive and negative effects on
the impact of infectious diseases on national security. The
effects of an outbreak depend on the type of infection and
the measures (that can be) taken. It is important to note
here that the effects would probably be more severe in the
Caribbean part of the Kingdom, because the measures that
can be taken are more limited. People depend on imports
for almost 100% of foodstuffs and medication. In addition,
resources and (medical) capacity are lacking.

National Security Trend Analysis 2024 — In-Depth Exploration of the Trend Analysis
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A.3 Major accidents

Key findings and conclusions

The state of affairs described in the NRA for the major
accidents threat theme mostly remains current. However,
some shifts have taken place with regard to radiation
accidents in the context of the war in Ukraine. The
probability of such accidents has been assessed at the
beginning of the war by parties other than the ANV (RIVM,
2024). Compared to these earlier assessments, the risks
are now generally considered to be lower. However, they
are of course highly dependent on how the war progresses
and the location and intensity of fighting or shelling
(ANVS, 2023).

General overview of findings and state of affairs
compared to NRA

As noted in the NRA, there have been relatively few
developments in the field of radiation accidents in recent
years. No recent studies have been published regarding
accident scenarios for the Borssele nuclear power plant,
for instance. However, a new specification of the accident
scenarios is being prepared and expected to be published
in late 2024. This means that the source terms and starting
points will change. Should the decision be made to build
one or more new nuclear power plants, it will still take
many years before they will be operational.

National Security Trend Analysis 2024 - In-Depth Exploration of the Trend Analysis

Regarding potential accidents involving chemicals, the
transport of hydrogen-rich energy carriers and CO; is
expected to increase. Plans for hydrogen and CO; are in

an advanced phase and are currently being implemented
(Gasunie hydrogen network and Porthos CO; (Gasunie,
2024; Porthos, 2024)).3 Another development, which has
been going on for some time now, concerns the ageing

of chemical plants. As installations continue to age, the
likelihood of an incident will only increase further. Incidents
show that this still is a relevant issue. Its impact on national
security remains limited, though. Finally, past monitoring
has shown that during transport of flammable liquids and
gases by rail especially, exceedances occur on the Brabant
route. At the same time, several cities along the Brabant
route have ambitions in terms of spatial development
around the railway. The 2022 rail monitoring report

shows that the extent to which the risk ceiling is exceeded
is the same as in previous years (AVIV, 2023). Spatial
development around the railway also continues to cause
an increase in the group risk. This could potentially increase
the impact of an accident.

3 Also see section A.10 about critical infrastructure.
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Besides the acute effects of exposure to chemicals,
increasing attention has been paid in recent years to
long-term health effects on people living in the vicinity of
industrial plants. In 2023, RIVM conducted a study on the
contribution of Tata Steel Netherlands to the health risks
of local residents (Geelen, 2023). “The research confirms that
the emissions from the Tata Steel site contribute to the quantities
of particulate matter, nitrogen dioxide, polycyclic aromatic
hydrocarbons (PAHs) and metals in the immediate surroundings.
In particular, the emissions of particulate matter, nitrogen oxides and
dust, odour and noise nuisance increase the likelihood of adverse
health effects. As a result, local residents have a slightly elevated
risk of asthma, lung cancer and premature death.” Following on
from the study on Tata Steel Netherlands, RIVM started
an exploratory study on the health effects of Chemours
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and the Western Scheldt on local residents, which was
commissioned by the Ministry of Infrastructure and Water
Management (RIVM, 2024b). Although the long-term
health effects of industrial plants on local residents is not
directly a national security issue at present, it may influence
decisions and considerations regarding the establishment
of (new) industry and thus (undesirable) strategic
dependencies.

Explanation of threat assessment

The risks of major accidents are not fundamentally different
from those foreseen in the NRA. However, the trends
identified in the NRA continue. The threat assessment
therefore remains unchanged.
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A.4 Social polarisation, extremism & terrorism

For the threat theme of social polarisation, extremism
and terrorism, we will consider the following two threat
categories separately: social polarisation on the one hand
and (non)-violent extremism and terrorism on the other.
Extremism and terrorism are considered together because
relevant developments show a lot of overlap.

Threat category of social polarisation

Key findings and conclusions

The threat assessment has not changed substantially.
However, given the increasing importance of the topics of
climate and migration, it is likely that the risk of further
polarisation surrounding these themes will also increase
in the future. There is also an increased risk that existing
polarisation will be exacerbated as a result of influencing
and disinformation campaigns by malicious actors, helped
in part by the ever-greater accessibility of generative Al
(see also section B, Technology assessment).

General overview of findings and state of affairs
compared to NRA

Political and social polarisation remains a significant
challenge in the context of national security. Dutch
citizens report that they feel that social divisions and
intolerance are on the rise (ANV, 2022). Views regarding

culture and identity are one of the dividing lines along
which polarisation is visible. In addition, in recent years
the topics of climate and migration in particular have
determined people’s (political) identity in many cases,
and these are the themes around which polarisation has
grown especially. Since October 2023, the war in Gaza
has also developed into a politically and ideologically
divisive issue, where there is social divisiveness regarding
the Dutch government’s desired response to the crisis
(Movisie, 2023).

The type of media consumed largely influences the
formation of opinions on policy issues and on the
government in general. A majority of Dutch people still
use multiple news sources and are not in a so-called filter
bubble. The variation in the use of media brands and news
sources did decrease in 2023 compared to 2022, though
(Dutch Media Authority, 2023). This decline is mainly at the
expense of channels with origins in traditional media, such
as radio, television and print, and can be seen especially
among younger age groups (18-45-year-olds). These
groups increasingly get their news from digital platforms
such as X and TikTok (Mulder, 2023).

As a result of stricter action by major media platforms to
combat the spread of fake news, there is a visible shift of
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disinformation from public social media to private social
media channels such as Telegram groups, for example.
This may further increase the risk of so-called ‘echo
chambers’, which are also more difficult to monitor.

Besides the opportunities offered by private channels for
spreading fake news, we also see developments on the
production side of disinformation. The possibilities for low-
effort production of disinformation have soared since 2022
thanks to generative Al.4 Not only is it possible to produce
fake news on a larger scale, and in a more microtargeted
manner, these apps and systems are also becoming
increasingly accessible to ordinary users, thus lowering

the threshold for use. This has increased the number of
potential threat actors. When the NRA was drafted in 2022,
this accessibility was already flagged as a development.

Threat category of (non)-violent extremism
and terrorism

Key findings and conclusions

For this threat theme, the threat has increased. Due in part
to the war in Gaza, Quran vandalism in the Netherlands and
Scandinavia, and calls for violence by supporters of terrorist
organisations, the threat of extremism and terrorism has
increased. The national threat level has also been raised.

In addition, anti-institutional extremism, right-wing
extremism and, to a lesser extent, left-wing extremism,
remain a threat to national security in various ways.

General overview of findings and state of affairs
compared to NRA

Low trust in government institutions since the COVID-19
pandemic has manifested itself in, among other things,
anti-institutional extremism and an increase in conspiracy
thinking, with an overlap between these two groups.>
Despite COVID-19 losing importance as a theme, the
anti-government movement seems to have grown in

size. At the same time, it also started focussing on other
issues (AIVD, 2023). Characteristic of the narrative of
anti-institutional extremists is the idea that the Dutch
population is at war with an evil, internationally operating
elite that controls the government, the judiciary, the media
and science, among other things. This narrative undermines
the democratic constitutional system by eroding public
trustin institutions. It also contributes to a threatening,
intimidating and intolerant atmosphere. To a limited
extent, the narrative leads to a conceivable threat of violent
extremism. So far, the number of violent incidents has
remained limited, but the threat of violence has become

4 For more information, see the Technology assessment in Section B.

5 Trustin political institutions such as the government and the House of
Representatives is lower than trust in non-political institutions such as
the judiciary and police. See: CBS, 2023.
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more realistic in recent years (AIVD, 2023). Besides the
use of intimidation or violence and the undermining of the
democratic constitutional system, the threat originating
from anti-institutional extremism is also the narrative’s
wider radicalising and socially polarising effect.

Within the context of anti-institutional extremism, the
sovereign citizen movement in the Netherlands is growing.
Although the exact size of this group is difficult to pinpoint,
the AIVD estimates that at least several tens of thousands
of people currently identify as ‘sovereign’ (AIVD, 2024).
Their numbers are expected to increase further in the
coming years. These individuals believe that Dutch laws
and regulations do not apply to them, a belief that mostly
stems from the same conviction regarding a malicious
elite that has been outlined above. They mostly aspire to
create a parallel, alternative world, free of oppression from
this supposedly evil elite. The majority of these people
(sometimes called autonomists) advocate for change within
the boundaries of the current democratic constitutional
system, for example through achieving a degree of self-
sufficiency. However, a smaller proportion fundamentally
rejects the system as well as its legitimacy and deliberately
does not abide by laws and regulations, even though this
sometimes has major personal consequences, such as
eviction or mounting debts. Finally, a very small subgroup
believes in the inevitability of a violent struggle with the
government (AIVD, 2024).

Anti-institutional extremism overlaps with right-wing
extremism in some areas. This is particularly evident
around topics such as the great replacement theory and
the idea of a great reset. In addition to an emphasis on
anti-Islam and anti-immigration rhetoric, right-wing
extremism focuses increasingly on racial purity and the
aforementioned great replacement theory. Anti-Semitism
is also a central element, but it is increasingly linked to the
ideas of repopulation and racial weakening (AIVD, 2024).
The AIVD indicates that the greatest threat within right-
wing extremism comes from so-called accelerationism,
which serves as the biggest source of inspiration for
potential perpetrators of violence and helps to successfully
recruit new supporters.® Right-wing extremist discourse in
general has become increasingly normalised since the 2015
refugee crisis. At the same time, due to stricter moderation
on major online platforms, right-wing extremists are
increasingly diverting to less mainstream alternatives and
encrypted chat services, which are more difficult to monitor
by intelligence services.

6 Accelerationism is a right-wing extremist ideology. Its supporters aim to
unleash a race war through terrorist violence, with the aim of creating a
white ethnostate.
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In recent years, left-wing extremism has focused primarily

on activism through demonstrations and civil disobedience.

The most important focal points are climate and racism,
around which broader coalitions are formed. The threat
of left-wing extremism lies mainly in protests getting

out of hand, and the potential crossing of the line from
activism to extremism as a result of social developments.
In addition to ‘long-running’ themes such as racism and
climate, the war in Gaza has recently mobilised a lot of
left-wing activism. This has resulted in demonstrations in
both the Netherlands and the rest of Europe, as well as the
United States.

In addition to left-wing activism, the war in Gaza has also
caused an increase in anti-Semitism, which could be to
the benefit of those who promote a right-wing extremist
ideology. At the same time, an increase in anti-Islamic
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sentiment can also be observed. The threat to both these
groups has increased, and has resulted in both Jewish and
Islamic institutions receiving (additional) protection.

As a result of the war in Gaza, the threat of Islamic
extremism and jihadism has also increased (NCTV, 2023a).
This was one of the reasons for the NCTV to raise the threat
level to ‘substantial’ in 2023. Europe has seen several
attacks inspired by the events in Gaza since the start of the
war (Reuters, 2023a). In addition, several terrorist ‘cells’
have been dismantled since October 2023, which may
have been planning to carry out attacks on European soil
(Reuters, 2023b). Earlier, the NCTV also signalled the threat
posed by the Afghan branch of ISIS (Islamic State Khorasan
Province). This ISIS-directed threat continues to exist, even
if many attack plots are foiled. The attack in Moscow in
March 2024 is illustrative of this threat (NCTV, 2023b).
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A.5 Foreign subversion of the democratic constitutional system

The theme of foreign subversion of the democratic
constitutional system comprises three different threat
categories that are assessed separately: hybrid threats,
foreign influencing, and espionage. Each of these three
categories is discussed below. In the NRA, the topic of
organised crime also falls under the threat theme of foreign
subversion of the democratic constitutional system.
However, organised crime is included in the Trend Analysis
as a separate theme (A.6) to match the classification used in
the Security Strategy.

Threat category of hybrid threats

Key findings and conclusions

The nature of the threat itself has not changed, but the
threat level has increased, though, as a result of increased
competition between the great powers. The deployment of
hybrid means in itself is not a new phenomenon. However,
in recent years we have seen an expansion of the ways

in which these means are deployed, and an expansion in
the types of intended targets. One of the most striking
examples of a form of hybrid conflict was already visible at
the time of publication of the NRA, in the form of Europe’s
dependence on Russian gas and Putin’s restrictions on gas
supplies. Russia used these energy policies to put European
societies under pressure in an attempt to break the united
support for Ukraine. With increasing global tensions, there
is also a growing threat that actors will use these hybrid
instruments more often and to a greater extent.
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General overview of findings and state of affairs
compared to NRA

The scale and frequency at which ever-more assertive
and aggressive states are using hybrid instruments for the
purpose of interference and influencing have continued
to increase over the past two years. This increase is
being facilitated, among other things, by technological
developments. The ever-increasing integration of digital
technologies into all aspects of society also creates new
vulnerabilities, including in critical infrastructure and
digital services.

Threat category of foreign influencing

Key findings and conclusions

The nature of the threat assessment has not changed,

but we do see that the threat outlook has become bleaker
as aresult of increased competition between the great
powers. The most prominent example of this are the
influencing and destabilisation activities that Russia has
deployed in Europe since the start of the war in Ukraine.
In addition, China and other states continue to make
influencing attempts. Influencing is done increasingly
through disinformation campaigns around elections and
major international issues. This risk has grown over the
past two years due to the new possibilities offered by

the rapid developments in the field of generative Al for
information manipulation, and the development and
spread of misleading information. Against the background
of deteriorating geopolitical relations, this means that

the risk of disinformation campaigns regarding, for
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example, the European elections in 2024 has increased
(Ramdharie, 2024).

General overview of findings and state of affairs
compared to NRA

Foreign influencing and interference are a persistent threat.
This includes influencing diaspora communities as well as
influential individuals or politicians. The AIVD identifies that
in the past two years, countries such as China, Russia, Iran,
Turkey and Morocco have continued to attempt to influence
diaspora communities with the aim of strengthening the
(dependency) relationship with the home country, or to
exert influence on Dutch democratic society through these
communities (AIVD, 2023). In some cases, we see a change
in the method or frequency of foreign influencing and
interference. For example, at the beginning of the war in
Ukraine, Russia intensified its attempts to influence its own
diaspora abroad through disinformation campaigns aimed
at reinforcing a sense of victimisation (Scott, 2022). When
influencing one’s own diaspora, the focus is likely to be on
nearby foreign countries and to a lesser extent on far-off
foreign countries, such as the Netherlands (Houtkamp

& Drost, 2023). In addition, Russia still runs large-scale
information campaigns in Ukraine itself, and we have seen
over the past two years that it also targets its influencing
operations directly at societies in Europe. For example,

the war in Gaza prompted an influencing campaign in
France aimed at increasing social division around this issue
(Albertini, 2023). Foreign influencing can also resultin
spillover effects. A recent example are the riots between
Eritrean groups in The Hague in February 2024 (NOS, 2024).

Threat category of espionage

Key findings and conclusions

The threat outlook for this category has become slightly
worse, due to growing tensions between the great powers.
Espionage is increasingly used as a means for information
gathering, covert influencing and sabotage (preparation).
At the same time, there is also increasing attention to and
awareness of the threat of espionage within key sectors.

General overview of findings and state of affairs
compared to NRA

Identifying intelligence officers operating in the
Netherlands remains a focus of the Dutch security services,
with current investigations concentrating mainly on Russian

National Security Trend Analysis 2024 - In-Depth Exploration of the Trend Analysis

and Chinese intelligence officers (MIVD, 2023). Dutch
intelligence services are also increasingly attentive to the
threat of cyber espionage by foreign state actors and see
an increasing number of digital espionage attempts by
these state actors at Dutch government institutions, such
as the armed forces, ministries and embassies (MIVD,
2023).1n 2023, several foreign intelligence services have
not only targeted the central government and key sectors,
but also specific institutions and local governments
(AIVD, 2024a). The current acceleration of technological
developments and the opportunities that it offers for cyber-
attacks, have increased the risk of complex sabotage and
espionage operations.

Multiple attacks on underwater infrastructure have taken
place globally in recent years (Kingston, 2024). This has
resulted in seabed warfare now being a major concern
for intelligence services, among others. Until 2023, it
mainly involved actions by Russian groups. However,
reports of Houthi attacks on underwater cables in the Red
Sea show that non-state actors can use this tool as well
(Martin, 2024).

In light of the increase in cyber espionage, dependence on
foreign suppliers of technology is also a growing concern.
Indeed, using so-called backdoors, technology can be
employed for data collection or espionage. In response

to this threat, strategic policy choices are made based on
security considerations. However, complete decoupling is
impossible. Because of concerns regarding dependence
on foreign technology companies and platforms, the
national Cyber Security Council has advised to invest more
in national technology companies, thus reducing this
dependence (Okano-Heijmans, 2023).

Espionage and foreign influencing can also be facilitated
through participations or takeovers by hostile actors in
critical sectors of the Dutch economy. This risk is reduced
through the Act on Security Screening of Investments,
Mergers and Acquisitions (Vifo Act). Taking effect in 2023,
itintroduced a security screening for investments, mergers
and takeovers that may pose a risk to national security
(Ministry of Economic Affairs and Climate Policy, 2023).
The espionage penalisation bill is also an important
measure to better combat espionage in a broader sense
(AIVD, 2024b).
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A.6 Organised crime

Key findings & conclusions

The state of affairs and dynamics described in the NRA for
organised crime are mostly still valid. This applies to the
undiminished high pressure that organised crime can exert
on institutions linked to the functioning of the democratic
constitutional system and to the use of facilitators in
various sectors. A number of trends may potentially
manifest themselves more strongly in the coming period,
though, including in the area of cybercrime. However, the
most notable development within this threat themeis a
very sharp increase in the use of explosives as a means of
intimidation (among other things). This development has
changed the threat outlook for organised crime in the sense
that the pressure on physical safety, economic security and
socio-political stability has increased.

General overview of findings and state of affairs
compared to NRA

In general, due to the obviously covert nature of
organised crime, it is particularly complex to make a
reliable statement about its exact extent. This is true,

for instance, in terms of the quantity and type of narcotics
trafficked, produced and transited. Nevertheless, the
pressure from organised crime in the form of (violent)
threats to journalists, public administrators, politicians
and prosecutors, among others, remains as high as ever.
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As identified in the NRA, the consequence of this may be
that people are increasingly unwilling to do these jobs,
are hampered in their functioning or possibly give in to
criminal interests.

A lot of political and administrative attention is still being
paid to fighting organised crime. This is evident from
structural funding and ongoing projects in the field of
legislation and (international) cooperation (Ministry of
Justice and Security, 2023). However, the exact effect of
these actions and their possible impact on the organised
crime threat assessment is difficult to gauge. This is partly
because the effectiveness of investments and policies may
only materialise over multiple years and partly because of
the inherently covert nature of organised crime. However,
if policies prove successful and the pressure on criminals
subsequently increases, there is a danger that this could
lead to a (temporary) increase in threats and other forms of
(physical) violence aimed at, among others, people working
for the institutions responsible for policy implementation.
At the same time, organised crime is a topic that has

to compete with other pressing issues such as those
surrounding climate change and the increased pressure

on international stability and cooperation. This bears the
risk that the (financial) capabilities to fight organised crime
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may come under pressure. Given the additional resources
allocated, this is however not yet an issue of concern.

To carry out their activities, criminals depend in part on
people who act as facilitators, whether forced or not.
These include, for example, corrupt contacts at logistics
hubs such as ports. The more people there are who

arein a vulnerable position or are easily influenced,

the easier it will be for criminals to find facilitators or
victims of criminal exploitation. In recent years, concerns
have often been raised in this context about the use of
increasingly younger youths to pick up drugs from shipping
containers or to deploy improvised explosive devices.

At the same time it is plausible that, partly as a result of
climate change or decreased international stability, the
level of (irregular) migration will be high in the coming
years. With an immigration process that is already under
pressure, it is quite possible that more and more people
will disappear from the radar or end up in a vulnerable
position. Obviously, far from everyone who is in an unstable
or vulnerable situation will become involved in organised
crime in any type of way. However, the greater the pressure
and instability, the larger the group of vulnerable people.

When it comes to violence from organised crime, the
number of liquidations in the European Netherlands
remains relatively low for the time being, despite a small
increase. At the same time, however, there are signs of

a hardening of the criminal world (WODC, 2021; 2023).
Proof of this hardening is, for example, a rise in excessive
violence in the form of not only the increasingly frequent
deployment of explosives, but also in kidnappings of
(family members of) criminals. The very sharp increase in
the use of explosives over the past two years is a striking
development within the theme of organised crime. There
is a more than fourfold increase from about 200 attacks
and attempted attacks in 2022 to 900 in 2023 (Netherlands
Police, 2023). Most of them can be linked (as far as this

is possible at all) to offenders associated with organised
(drug) crime. To a smaller extent, we also see copycat
behaviour by others. Explosives, including in the form of
heavy fireworks, are very easy to obtain and are an effective
means to intimidate people,” put them under pressure

or ensure that (buildings belonging to) competitors in

the criminal world attract the attention of the police and
judiciary. Their use as a means of intimidation is much less
risky and considerably cheaper for the person who orders
these attacks than, for instance, a liquidation. Although
the numbers of fatalities or injuries have not been large so
far, they are expected to increase in the future. Not only
are explosives being used more frequently, they are also

7 These may not only include other criminals, but obviously also local
residents and people working at institutions associated with the
functioning of the democratic constitutional system.
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becoming increasingly heavier. This not only results in
major economic damage to buildings, for example, but can
also be very dangerous for people in the area.

A final development regarding the potential for violence
from organised crime is that more and heavier weapons will
likely end up on the European black market in the coming
years as a result of the war in Ukraine. This may also make
it easier for criminals to acquire these weapons. It explicitly
not only concerns small calibre firearms, but possibly

also weaponry with more capabilities such as anti-tank
weapons, land mines, grenades, etc. (Van Nierop, 2023).

In the area of cybercrime, the number of registered
manifestations in the Netherlands remains high but stable
(NCTV, 2023). There is, however, a strong suspicion of
underreporting and there are indications that many parties
refrain from filing a police report. This can be for fear of
reputational damage, but also because it is sometimes
cheaper, for instance in the case of ransomware, to meet
the demands than bear the possible (indirect) costs of

a police investigation. Cybercrime is generally believed

to have taken on industrial proportions in recent years

in terms of victims, damages and revenues. Despite

the (temporary) plateauing of the recorded number of
cybercrime incidents, these numbers could rise sharply
again in the coming years. This is due to the scalability as
well as profitability of cybercrime (NCVT, 2023), including
in the form of ransomware attacks.8 Within Europe, an
increase in cyber-attacks by criminals on critical sectors

in particular has already been observed (NCTV, 2023;

UK NCSC, 2023). If this trend also becomes evident within
the Netherlands, it will result in more frequent disruptions
of, for instance, the electricity supply. All the more so when
at the same time an increase in the use of wiperware is
seen, which can wipe entire systems (NCTV, 2023; UK
NCSC, 2023).

The wider availability and accessibility of generative Al
could further facilitate and automate cybercrime in the
future. Some possible applications include increasingly
sophisticated forms of WhatsApp fraud (voice and image),
extortion or blackmail by (threatening) the spreading

of Al-generated images and deliberately passing on
disinformation (such as manipulated camera footage)

to the police and investigation services. See also chapters
A.9 and B.1 regarding this topic.

The war in Ukraine shows a mixture of state actors and
non-state criminal groups within both Russia and Ukraine
carrying out cyber-attacks back and forth (crime as a

8 Not only criminal actors, but also some state actors with an
anti-Western agenda use ransomware attacks, among other things,
to get financial resources.
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service). Although Russia is currently largely focused on
Ukraine in this regard, this situation may change. This is
true especially given the deteriorating relations between
Russia and the West due to sanctions imposed on Russia
and support for Ukraine (NCTV, 2023).

Explanation of threat outlook

In summary, the dynamics with regard to organised crime
are not fundamentally different than identified in the

NRA. However, some of the above developments do have
potentially more serious consequences for national security
and thus result in a worsened threat outlook.

First, due to the widespread use of explosives, it is likely
that organised crime will produce more (innocent) victims
than previously thought. The use of explosives has made
organised crime and the threat that it poses more visible to
a larger group of people than anticipated. This may affect,
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among other things, people’s confidence that some of the
institutions associated with the democratic constitutional
system will be able to cope with the situation. Itis also
possible that people working for these institutions may be
pressured or intimidated in this way. This could undermine
their functioning. Furthermore, given the hardening of the
criminal world, it cannot be ruled out that the number of
liquidations may also increase again in the coming years.

Finally, and also in light of the recent wide accessibility of
Al techniques, there is the potential that various forms of
cybercrime (whether or not as part of a hybrid campaign)
could lead to greater economic damage. All the more so
when critical sectors are (also) targeted. Especially when
there is little back-up capacity, as in the Caribbean part of
the Kingdom, this could lead to serious disruptions of the
critical process in question. This could put pressure on the
availability of basic needs (physical safety).
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A.7 International and military threats

The threat theme of international and military threats
contains four different threat categories that are treated
separately here. They are: fragility in the vicinity of

the Netherlands; pressure on multilateral (security)
organisations; conflict between centres of power, and
proliferation of weapons of mass destruction.

Threat category of fragility in the vicinity of
the Netherlands

Over the past two years, political and economic instability
have increased in large parts of the world in the vicinity of
the Kingdom. The spillover effects of this instability are
impacting our national security interests.

General overview of findings and state of affairs
compared to NRA

The war in Ukraine has a major impact on our national
security. Not only does the war affect Dutch economic
security and social and political stability, the territorial
threat and risk of military confrontation with Russia have
also increased.

In addition to the all-out war in Ukraine, there are also
(smaller-scale) conflicts and military tensions in other
regions in the vicinity of the Kingdom. The dormant unrest

between Serbia and Kosovo in the Balkans has escalated
into active conflict situations several times over the past
two years. Moreover, Russia is trying to fuel these tensions,
thus undermining the stability in the region. The war
between Azerbaijan and its ethnic Armenian enclave

of Nagorno-Karabakh has also added to the fragility to
the east of Europe in the past two years. The previously
latent conflict escalated into an active conflict partly due
to changing regional and global power dynamics and has
resulted in thousands of refugees and a humanitarian
crisis. The conflict may have implications for (surrounding)
regions struggling with similar questions of territorial
integrity and self-determination (Landgraf et al., 2024).

In recent years, geopolitical competition over the Arctic has
increased, intensifying since Russia’s invasion of Ukraine.
As a result of the war, regional cooperation with Russia in
the Arctic has been halted. At the same time, ties between
Russia and China have become stronger. This brings with

it the risk that China, in cooperation with Russia, may also
start activities in the Arctic (Wall & Wegge, 2023).

We also see spillover effects of the war in Gaza, both in the

region and in Europe. Apart from the destabilising effect of

the war itself, the Western reaction to the war can also have
a negative effect. The perception of Western partiality or
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inaction by international security organisations can serve
as a breeding ground for extremism and jihadism in the
region. Economic hopelessness and political repression and
instability remain an important factor in the perpetuation
of that breeding ground. However, outrage and anger over
the war in Gaza can have a radicalising effect in this regard
on (vulnerable) groups and individuals in the region and
beyond (Marcetic, 2023; Al Hussein, 2024).

In the past two years, a series of coups and coup attempts
in Burkina Faso, Sudan, Gabon, Niger and Guinea, among
others, have further exacerbated instability in Central and
North Africa (Reuters, 2023a). Growing food insecurity
also adds to the region’s overall fragility and contributes to
large regional refugee movements in the case of the Sudan
conflict, for example. These regional refugee flows have

a further destabilising effect on countries in North Africa,
which have already witnessed growing authoritarianism
and political instability over the past two years (Diwan

et al., 2024). Some of these refugee flows may then also
move towards Europe. This may put even more pressure
on limited means and capacities for providing shelter,
possibly leading to further polarisation around the issue of
migration within European societies.

Stability in the region surrounding the Caribbean part of the
Kingdom is also under pressure. The risk of spillover effects
from geopolitical competition in Latin America remains
unchanged, especially from competition between Russia
and the West. At the same time, China is also expanding
its interests in Latin America, in particular in Venezuela.
For now, President Maduro is managing to maintain a
balance between Moscow and Washington. However, he is
following an unpredictable and irregular course, which
President Putin is taking advantage of by strengthening
Venezuela’s ties to him. Maduro’s unpredictable policy
was also evident in 2023 during the crisis surrounding

the dispute between Venezuela and Guyana over the
Essequibo territory. There is also instability in the border
region between Venezuela and Colombia. The growing
competition between various armed groups and criminal
organisations in Colombia focuses on control of illegal
trade routes, and this competition leads to an explosion
of violence. The Colombian government has no control
over parts of the rural border region with Venezuela.

The instability in Venezuela in particular has a direct
impact on the security interests of the Caribbean part of
the Kingdom.

Threat category of pressure on multilateral
(security) organisations

Key findings and conclusions
The multilateral order is under pressure. This pressure
translates, among other things, into increased bloc
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formation and paralysis within multilateral organisations
(Clingendael Institute, 2024).

General overview of findings and state of affairs
compared to NRA

Partly as a result of the changing world order, there is an
increasingly clear trend of growing bloc formation in certain
multilateral (security) organisations. At the same time, we
see that other partnerships such as NATO and the EU have
actually been given a boost by the urgency of the war in
Ukraine. In the past two years, the EU has taken steps to
improve its defence capabilities. In 2023, the European
Parliament voted in favour of the ASAP Act, which frees up
500 million euros to scale up the European arms industry
for ammunition and missile production. The 2023 EDIRPA
agreement, which sets out a joint procurement policy for
weapon systems and ammunition, also aims to strengthen
the industrial and technological capacity of member
states for the benefit of the EU’s defence capabilities
(European Parliament, 2023).

The US attitude towards multilateralism and multilateral
security institutions is of great importance for the strength
of these organisations. The US has partially re-embraced
multilateral values under president Biden. This is evidenced
by, among other things, his return to the World Health
Organization and the Paris Climate Agreement.

Threat category of conflict between centres of power

Key findings and conclusions

Increased great-power competition, related proxy
conflicts in various parts of the world, and growing
escalation potential have a negative impact on national
security interests.

General overview of findings and state of affairs
compared to NRA

Against the backdrop of growing great-power competition,
tensions between China and Taiwan are mounting, which
in turn could escalate US-China tensions as well. Taiwan
has warned that tensions with China have risen sharply
due to China’s increased military activities and exercises
near Taiwan. This also increases unrest between the

US and China.

In addition to tensions with Taiwan, China also has a
fraught relationship with India. Since the outbreak of the
war in Ukraine and in the context of increased tensions
between the great powers, India has taken on a new, more
important role in the international security landscape.
India has traditionally been non-aligned and, for the time
being, would like to remain so. At the same time, tensions
with China are growing as a result of a border dispute that
flares up with some regularity. Just like China, India also
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has strong (military) ties with Russia, and has continued to
trade with Russia despite the war in Ukraine. At the same
time, given the tensions with China in the region, India is
an important security partner for the US, and we see the US
trying to strengthen its ties with India through economic
and military cooperation (Ayres, 2023). While great-power
competition can have a major impact on the emergence of
tensions and the development of proxy conflicts, national
or regional conflicts can, in turn, also have repercussions
on the great powers and their mutual relations. The war in
Gaza has important spillover effects on tensions between
other (great) powers, both regionally and in the West.

Threat category of proliferation of weapons of
mass destruction

Key findings and conclusions

Due to the increased tensions between the great powers,
we see existing arms races speeding up and new arms
races emerging.

General overview of findings and state of affairs
compared to NRA

Pressure on multilateral arms control regimes has mounted
in recent years as a result of increased competition between
great powers. For example, Russia paused the New Start
Treaty, and the US responded by stopping to provide

the data that it was required to share under the Treaty
(Williams, 2023). Russia has also withdrawn from the
Comprehensive Nuclear Test Ban Treaty (CTBT) (Bugos, 2023).
China has been further expanding its nuclear capabilities at
record pace in recent years. The country now imports more
uranium from Russia than ever before (Dolzikova, 2023).
At the same time, China and the US held nuclear arms
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control talks for the first time in five years in November
2023. Although these conversations have been an
important opening, the meetings have not yet resulted in
any further steps (Reuters, 2024).

In contrast to the developments in talks with China,

there are no positive developments in the relationship
with Iran with regard to the nuclear issue. Since the US
withdrew from the JCPOA under former President Trump
in 2018, a functional follow-up to the nuclear arms control
agreements with Iran seems far away. The quarterly
reports from the International Atomic Energy Agency (IAEA)
clearly show that Iran is continuing its nuclear programme.
According to IAEA weapons inspectors, Iran has now
managed to enrich uranium to 84%. This is close to the
90% required for a nuclear weapon, even though this is
not done on a large scale yet, as is the case with lower
enrichment percentages. Although Iran indicates that its
nuclear programme is only intended for peaceful purposes,
the objective of the increased enrichment remains unclear
(Reuters, 2023b).

In addition to its negative effect on nuclear proliferation,
increased competition between the great powers has also
increased the risk of new arms races. The past two years
have seen an increase in competition in new weapons
technology, including hypersonic weapons and Al-enabled
weapon systems (Pincus, 2023). With regard to chemical
and biological weapons, developments in generative

Al have lowered the knowledge threshold, potentially
allowing a broader spectrum of actors to develop the
capabilities to create chemical and biological weapons.
For more information, see A.2 Infectious diseases.
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A.8 Economic threats

Within the theme of economic threats, five threat
categories are discussed: strategic dependencies &
contraction or distortion of international trade; threats

to the Netherlands’ role as an important logistical hub;
foreign interference in industry; and destabilisation of the
financial system.

Key findings & conclusions regarding
economic threats

The economic threats described in the NRA remain

largely current. The geopolitical turmoil and associated
(economic) competition and conflict contribute most to
new uncertainties. The biggest shock comes from the war in
Ukraine, which has resulted in sanctions and higher energy
prices and indirectly in broader inflation and higher interest
rates. The initial shock has been largely absorbed, but the
war still incurs costs (aid and shelter). There has also been
an increased focus on geopolitical risks, e.g. surrounding
strategic dependencies and knowledge security.
Manifestations of this are, for instance, export restrictions
and new industrial policies. Infrastructure, and thus trade,
also remains susceptible to disruptions of a deliberate and
non-deliberate nature. In financial markets, credit risks
have increased due to higher interest rates, among other
things. This has resulted in several high-risk events, but
without major financial consequences.

Threat categories of strategic dependencies &
contraction or disruption of international trade

The biggest (economic) shock since the publication of the
NRA in 2022 has been the further spillover of the war in
Ukraine. This has had various effects, for instance through
associated public costs (e.g. military support, refugee
reception) and the vitality of the economy (higher gas prices
and wider inflation, increased uncertainty; Government of
the Netherlands, n.d.-a; Ministry of Defence, n.d.; Ministry
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of Finance, 2023). As it turned out, the risks regarding the
strategic dependence on Russia (for gas, among other
things) had been underestimated, but alternatives were
found quickly (e.g. energy saving, LNG; Government of the
Netherlands, 2023a). The gradual introduction of tougher
sanctions against Russia has mostly spared Western
economies, but has also resulted in the measures being
less effective.

Especially at the beginning, the war between Israel and
Hamas also created uncertainty within financial markets.
And if further escalated, it could affect the vitality of the
Dutch economy (Koenis, 2023). A few months after the
outbreak of war, however, this effect seems limited and
world trade has been affected more in particular by attacks
of Houthi rebels on shipping lanes in the Red Sea. In April
2024, the direct confrontation between Israel and Iran
threatened to cause escalation in the region and thus
possibly impact, for example, oil prices.

After years of further liberalisation of world trade, we have
seen a turnaround in recent years due to the COVID-19
crisis, the war in Ukraine and the subsequent energy

crisis. The rise of and economic conflict with China also
lead to an increased number of trade restrictions and
forms of state support. For instance, under pressure

from the United States, the Netherlands has introduced
increasingly extensive export restrictions on ASML’s
advanced chip machines since 2019 (ASML, 2023; 2024).
Also, the European Commission has launched several
investigations into trade-distorting measures by the
Chinese government (including for electric cars; European
Commission, 2024). Within Europe, the uneven support for
domestic industries to help them cope with higher energy
prices is creating distortions in the internal market for the
time being (European Commission, 2023). In the United
States, US industry is supported through the Inflation
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Reduction Act. The focus on industrial policy has thus
greatly increased.

Climate change (see also section A.1) is set to cause
material damage and other rising costs (mitigation

and adaptation investments) in the (very) near future -
for instance due to extreme weather events. In addition,
there may be wider economic effects due to disrupted
trade, both directly (inaccessible trade routes) and
indirectly (e.g. crop failures). For example, drought of
historic proportions has greatly reduced the capacity of
the Panama Canal (Jumelet, 2023).

Threat category of threats to the Netherlands’ role
as an important logistical hub

For several reasons, Dutch infrastructure is a risk factor for
economic vitality in the Netherlands. For instance, following
on from Nord Stream I, there is the threat of (physical)
sabotage of underwater infrastructure, such as for energy
supply and internet connections (Ministry of Defence, 2024;
NOS, 2023a). In this context, the North Sea Infrastructure
Protection Programme has been set up in the Netherlands
(AIVD, 2024). Other risks stem from the large investments
required to maintain the overall infrastructure, which
increasingly leads to delays and hold-ups, partly due to
staff shortages (Prorail, 2023; Kompeer, 2023). Extreme
weather events, such as prolonged periods of drought,

are also becoming more common and thus more frequently
disrupt trade routes at home and abroad, including
shipping lanes (see also the chapter on climate and natural
disasters; Van der Maas, 2023; ING, 2023).

We also see an increase in social and political attention
for (the effects on) the environment in recent years, for
instance when it concerns aviation and polluting industry
(NOS, 2023b; Evofenedex, 2023). This can have an

effect on economic decisions, both by Dutch politics and
(international) businesses. In addition, legal restrictions
with regard to nitrogen still apply and grid congestion
has further increased as a result of the energy transition
(Rooijers, 2024; Government of the Netherlands, 2024).
Moreover, stricter (or legally enforced) environmental
standards related to manure or water quality threaten to
create additional obstacles for both businesses and citizens
(Van der Boon & Gras 2024; Van der Boon & Kakebeeke,
2024; Vestergaard, 2023).

Threat category of foreign interference in industry

Cyber threats (see also the relevant threat theme) remain

highly topical for both financial institutions and the wider
business community. Strategic attention of companies for
this problem is growing. However, companies may still be
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vulnerable if organisations in their supply and outsourcing
chains are less well-prepared.

Also, the AIVD and MIVD are warning once more for
(cyber) espionage at Dutch businesses, still citing China
as the main threat (AIVD, 2024; Ministry of Defence,
2024). Partly because of the risks of leaking advanced
knowledge and technology, export restrictions have been
imposed on ASML.

The rise of new digital technologies — such as Al and
(further in the future) quantum technology - carries risks,
both direct (technology as a weapon or instrument of
power) and indirect (companies and research institutions
falling behind, thus affecting the vitality of the Dutch
economy). However, if risks are contained too strictly it
can actually limit growth opportunities for the domestic
knowledge economy as well. New European laws and
regulations to safeguard fundamental rights, for instance,
may also create new hurdles for European businesses.

Finally, the Netherlands has developed and introduced
policies to limit sensitive takeovers and investments
and interference by foreign actors, including the Vifo

Act (Government of the Netherlands, 2023b; Ministry of
Economic Affairs and Climate Policy, 2023). European
regulations targeting critical providers (see also the
relevant threat theme) also safeguard economic security
(Government of the Netherlands, 2022; AFM, 2024).

Threat category of destabilisation of the
financial system

Rising inflation in the Western world has caused a sharp
increase in interest rates. A combination of increasing
interest rate and credit risks, reduced liquidity in financial
markets and the persisting relatively high inflation create a
permanently high risk to financial stability (DNB, 20233; b).
Several bank failures in early 2023 in the US (including
Silicon Valley Bank) and Switzerland (Credit Suisse) were
concrete evidence of this.

The Dutch banking sector is turning inwards. Following
Brexit, banks have not returned to the Netherlands.

The Dutch banking sector is no longer as prominent as

it was around, say, the year 2000. In addition, the crypto
market carries risks for the financial system. The collapse
of a major player in the financial sector can have a major
impact on investor confidence, leading to a recession

or (financial) crisis. Nevertheless, the collapse of crypto
platform FTX in 2022 had no major financial consequences.
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A.9 Cyber threats

Key findings & conclusions

Cyber-attacks are commonplace. Threat assessments
from recent years show that the digital threat remains
substantial and is subject to constant change. At the
same time, cyber-attacks with a highly disruptive impact
on national security have so far not taken place in the
Kingdom. Due to the increase in scale and automation
of attacks, new technologies used and increased
dependencies, it remains important to establish solid
digital security in order to protect national security interests
(NCTV, 2023; ENISA, 2023; AIVD, 2024).

General overview of findings and state of affairs
compared to NRA

Artificial Intelligence applications: threats and opportunities

In recent years, Artificial Intelligence (Al) has developed
rapidly. This technology area has many applications, also
within cybersecurity. The use of Al within cybersecurity

is not new, but has gained new momentum with the
emergence of generative Al (see also the technology watch
and assessment later on in this In-Depth Exploration

of the Trend Analysis). Malicious actors can use this
technology to develop malware, disinformation campaigns,
or automate and execute larger-scale cyber-attacks.

The use of Generative Adversarial Networks (GAN) can
hamper detection of cyber-attacks. The scalability and
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personalisation options of Al-assisted cyber-attacks pose
ariskin particular. Al can also be used to determine the
best timing of a cyber-attack, when its impact is potentially
greatest. Besides economies of scale and reduced detection
abilities, the availability of Large Language Models (LLMs)
that can create malware makes it easier for malicious actors
to carry out attacks (NCTV, 2023; UK NCSC, 2024).

At the same time, Al can also be used to defend against
cyber-attacks. This involves the application of algorithms
to automate defence mechanisms or better detect attacks.
This creates a race between attackers and defenders
(Janjeva et al., 2023). Nevertheless, such Al-based
automatic defence mechanisms generally require a good
dataset in order to train the mechanism, which is lacking in
many organisations (Lohn, Knack et al, 2023).

Al is being applied in many different sectors besides
cybersecurity, such as healthcare, finance, mobility and
the military. The increase in the use of Al thus increases
the importance of Al security. Al can be manipulated

by manipulating the input data or the algorithm itself.
This can lead to systems that use Al being disrupted or
misled.® In 2017, for example, Google’s algorithms were

9 In the Technology watch and assessment of the In-Depth Exploration
(section B), the predictability problem is further explained under Al.
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manipulated so that they mistook a turtle for a weapon
(Vincent, 2017). And in 2019, a group of Chinese hackers
showed that a Tesla car could be manipulated in such a
way that the car suddenly changed lanes and started riding
towards oncoming traffic. Given the expected widespread
use of Al, the potential impact of such attacks is high.

An obvious example in a military context: missile defence
systems can be manipulated to ignore a threat, or weapon
systems can self-destruct or attack the wrong target
(Galle, 2022).

To gain control over the rapid developments in this
technology area, the Artificial Intelligence Act is being
drafted in the European Union. It concerns legislation

that categorises Al applications and bans those that are
deemed high-risk. Examples of high-risk applications
include indiscriminate scraping of the internet and CCTV
images to create facial recognition databases, biometric
categorisation of groups based on sensitive characteristics
such as political affiliation or religion, and systems that
can recognise emotions in work- or education-related
organisations (European Parliament, 2023). At the same
time, the effectiveness of such attempts to regulate Al has
yet to be proven. For example, there are concerns about the
extent to which the regulation will actually have a global
effect on the further development of Al (Krasodomski,
Buchser, 2024).

Cyber-attacks as a geopolitical tool

The war in Ukraine and geopolitical tensions have led to
an upsurge in hacktivism and state-sponsored cybercrime
groups. For example, the European Parliament’s website
went down after it had labelled Russia a sponsor of
terrorism (Van Sant, 2022) and attacks were carried out
after the announcement of arms deliveries to Ukraine
and during Ukrainian President Zelensky’s visit to the
Netherlands (NCSC, 2023). Both pro-Russian and pro-
Ukrainian groups frequently carry out DDoS attacks (NCTV,
2023).70 Hacktivist attacks are attacks carried out for
ideological or political motives. These attacks are usually
not sophisticated and their (operational) impact generally
remains limited. At the same time, such attacks also have
another objective, namely to spread fear and influence
the population. Notable in this context was the hack

of children’s television channel BabyTV, when Russian
propaganda footage was broadcast on two separate
occasions (NOS, 2024). So far, there have not been any
high-impact cyber incidents in the Netherlands with a clear
link to the war in Ukraine (NCTV, 2023). Another trend

in this context is the increased use of wiperware, a form

10 Djstributed Denial-of-Service; an attack where a server has to handle
a very large number of requests at the same time, which can block
traffic to and from the website and cause the service’s server to crash
(go down)
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of malware that erases data from systems. Wiperware

is not new, but since 2022 an increase in its deployment
can be observed in the context of the war in Ukraine. For
the time being, these attacks are the work of state actors.
However, in the future, cyber criminals may also carry out
such attacks on a large scale for financial gain (NCTV, 2023;
Manky, 2023).

The digital threat from state actors also remains relevant.
In early 2024, the MIVD reported the presence of malware
on a Ministry of Defence network (NCSC & AIVD, 2024).
This malware called COATHANGER was most likely
deployed by China with the objective of espionage.
Although the damage was limited, as the malware had only
gained access to an isolated research network, this incident
shows that the Netherlands remains a target for espionage
by state actors. Depending on geopolitical developments,
these actors may also try to sabotage systems through
digital attacks in the future, with potentially significant
societal impact.

Whereas China previously focused mainly on intellectual
property theft, the digital threat from China is now
becoming more geopolitical in nature. On an ever-greater
scale, vulnerabilities are being identified and systematically
exploited (Cary, 2023). For example, US intelligence warns
of preparatory activities for sabotage by cyber groups
affiliated with China (such as Volt Typhoon). Such activities
target IT systems of critical US infrastructure (CISA, 2024).
In addition to such preparations, digital attacks on critical
infrastructure are commonplace in the war in Ukraine (on
both the Russian and Ukrainian sides). Given the volatile
geopolitical situation, this means that the (digital) resilience
of critical sectors is also moving up on the agenda within
the Kingdom (Ministry of Defence, 2024).

Digital strategic autonomy

In the context of ever-increasing digitisation and
automation, digital ‘strategic autonomy’ is receiving
increasing attention. Among others, the Digital Open
Strategic Autonomy Agenda identifies for a number of
policy priorities which ongoing, or new, actions are being
taken to mitigate high-risk strategic dependencies (at
different levels) in the digital domain. These include
dependencies on large US companies in various sectors,
such as in the area of cloud infrastructure (Government of
the Netherlands, 2023). In early 2024, for example, there
was uproar over the intention of SIDN (Netherlands Domain
Registration Foundation) to move domain registration of
the .nl domain to US-based Amazon Web Services (AWS)
(Schellevis, 2024; Hofmans, 2024). Another example is
Portbase, the Port of Rotterdam’s Port Community System,
which moved to AWS in 2018 (Portbase, 2018). According
to critics, this trend creates undesirable dependencies on

a foreign party. Incidents could result in longer recovery
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times for Dutch infrastructure, since AWS is required by law
to prioritise restoring US government services in case of
emergencies. Moreover, dependence on one organisation
creates single points of failure, where disruption of

the services of a large cloud provider could potentially
have major impact. It should be noted here that cloud
infrastructure is set up in such a way that it is unlikely that
all services in both America and Europe will be hit at the
same time or fail completely due to an incident. However,
the dependence on these American companies could be
used as a geopolitical instrument by the US government.

The NRA outlined that cryptography is becoming
increasingly important for the functioning of the internet.

It also indicated that the privacy and security of online

data that cryptography provides is at odds with the

desire of detection and enforcement agencies to weaken
cryptography by building in master keys to help get a better
picture of criminal activity. The debate on this topic was
recently revived by a European legislative proposal that
would allow European public authorities to require browser
providers to incorporate master keys. Following resistance
from cybersecurity researchers, scientists and the industry,
last-minute changes were made to address concerns about
weakening cryptography (iBestuur, 2023). The discussion
regarding this topic shows that this issue is still current.

In the longer term, quantum computing is promising
technology with a major impact on cryptography, as
also outlined in the NRA. In this respect, continued
attention should be paid to strengthening the ability of
the Netherlands to develop its own reliable cryptographic
products under the National Crypto Strategy (NCS).
Although quantum technology is not yet mature enough
to surpass the computing power of current traditional
computers, preparation for the post-quantum era is
moving up on the agenda (AIVD, 2023). Cryptography is
discussed more extensively in the technology watch and
assessment, as part of the quantum technology section.

Cybercrime

The threat of cybercrime is largely unchanged.

The deployment of ransomware in particular remains

a method of attack that can cause significant damage.
Although many businesses became a victim of ransomware
in 2023, resulting in significant financial damage, incidents
with social impact, such as the NotPetya, WannaCry or
Colonial Pipeline attacks, did not occur (NCTV, 2023).

At the same time, a larger group of criminals is gaining
access to (ransomware) tools, due to, among other things,
the aforementioned developments within Al. In a generic
sense, a proactive approach towards cybersecurity is
therefore required in order to become more resilient to all
kinds of cyber-attacks and cybercrime.
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At the same time, efforts are being made at the

European level to improve cybersecurity in order to be
less susceptible and vulnerable to cybercrime, among
other things. Under the proposed EU cyber resilience act,
companies are required to ensure that their products are
cybersecure, complementary to the NIS-2 regulation.

Any company putting “products with digital components”
on the European market must be able to demonstrate
compliance with a number of cybersecurity requirements
(Cyber Risk, 2024). Such certification is based on the secure
by design principle, which entails that cybersecurity is an
integral consideration in the design and development of
IT products.

Cybersecurity in space

In 2023, several organisations have identified cybersecurity
in space as an issue that will become increasingly important
in the longer term (Kaczmarek, 2024; ESA, 2024; NIST,
2024). As satellites are used for a wide range of military
and civilian systems (such as GPS, Earth observation and
telecommunications), incidents affecting the availability,
integrity and/or confidentiality of these satellite services
could potentially have a major impact (ENISA, 2022).

In the technology watch and assessment, cybersecurity

in space is discussed more extensively within the space
technology section.

Threat assessment implications

The digital threat remains as high as ever, with national
security interests potentially being affected in various ways.
For instance, territorial security (and specifically digital
security) can be affected by the deliberate deployment

of cyber-attacks by states, state-affiliated hackers and
cybercriminals. Given the volatile geopolitical situation,
but also the increasing accessibility of techniques to

carry out cyber-attacks, cyber-attacks will continue to be
the order of the day. In recent years, state actors have
penetrated networks mainly for the purpose of espionage
or to conduct reconnaissance activities (NCTV, 2022b).
Depending on how the threat will evolve, it is possible

that state actors or affiliated cybercriminals will carry out
more sabotage-oriented attacks in the coming years.

Such attacks may have an impact on physical safety if,

for example, chemical plants are hit or if the cyber-attack
causes a lack of basic needs. Moreover, cascade effects on
businesses, society and (critical) processes can also resultin
an impact on other security interests.

In addition to cyber-attacks, the outlined developments
regarding, for example, digital strategic autonomy may
have a long(er)-term impact on economic security.
Moreover, social and political stability and the international
legal order may be affected by, for example, the
development and spreading of disinformation.
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A.10 Threats to critical infrastructure

Key findings & conclusions

Various developments in areas such as geopolitical
tensions, the energy transition, strategic dependencies
and extreme weather events can impact the continuity and
availability of critical infrastructure. Critical infrastructure
is increasingly becoming an attractive target for malicious
actors given the potential impact of its disruption. At the
same time, critical infrastructure also has digital and
physical vulnerabilities, which means that processes can
also be non-intentionally disrupted or even fail.

General overview of findings and state of affairs
compared to NRA

Critical infrastructure as a target

Recent years have shown that critical infrastructure has
become an increasingly attractive target for state actors.
Whereas previously digital attacks were mainly carried
out with espionage and reconnaissance as their objective,
the attack on the Nord Stream gas pipelines in September
2022 and the damaging of a gas pipeline and an undersea
telecom cable between Sweden and Estonia shows that
actors are prepared to actually engage in sabotage (Ministry
of Defence of Sweden, 2023). It is worth noting here that
itis important to prepare for composite threats, where
several incidents occur simultaneously or shortly after
each other. This applies, for example, to manifestations
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of extreme weather, but also to deliberate actions: state
actors can carry out sabotage activities in such a way that
they coincide with another event (maintenance, extreme
weather), putting further pressure on the availability of a
process. This requires an increased level of resilience.’?

Besides state actors, activist or politically motivated
groups also pose a threat. In early 2024, an electricity mast
near a Tesla factory in Germany was set on fire by a left-
wing extremist group (NOS, 2024). In 2022, a power grid
attack in the United States left 45,000 residents without
power. This attack is believed to have been carried out

by a far-right group (Price, 2023; Huizinga, 2022). In the
Netherlands we are also warned about the rise of left-
wing, right-wing and anti-establishment extremism and a
hardening of these movements (AIVD, 2023; 2024). In this
context, more and more groups are focusing on climate
change. Depending on the further hardening of these
groups and their willingness to engage in sabotage, critical
infrastructure in the Kingdom could also be targeted.

Digital vulnerabilities of critical infrastructure
Because of the generic dependence on digital systems,
critical infrastructure is more strongly interconnected.

11 Examples would be alternative recovery plans and (crisis) exercises in
the chain.
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An example of this is the dependence on GNSS, a well-
known dependence that has recently regained attention
with the publication of the IKUS Il report (Government of
the Netherlands, 2022). This report states that disruptive
cascade effects can occur in the event of GNSS disturbances.
However, it is not clear what exactly the dependencies are
and what the potential impact of a disruption would be (see
also the technology watch and assessment on the topic of
space technology). With regard to GNSS dependence, the
NRA already noted that space weather phenomena can
have a major impact on critical processes (through direct
disruption or through disruption of GNSS signals for timing
and positioning), with the solar maximum increasing the
likelihood of such space weather disruptions in the coming
years (ANV, 2022).

Another example of dependence on digital systems is the
increasing shift to cloud infrastructure, which is explained
in more detail in A.9 Cyber threats (RDI, 2023; Vuilleumier,
2023). Digital sovereignty may also be threatened due

to shortages of components, chips or equipment. This
may result in an overreliance on foreign market players,
leading to a loss of control over digital infrastructure and
increasing the risk of espionage and data breaches (RDI,
2023; Vuilleumier, 2023). Given the increasing automation
and dependence on digital systems of critical infrastructure,
cyberincidents in the ICT supply chain can cause cascade
effects within critical infrastructure.

In addition, digitisation makes critical infrastructure

more vulnerable to cyber-attacks. The perception is that
such attacks can generally be mitigated if it concerns
isolated incidents. However, if an attack is combined with
another, non-intentional event, things become much

more complicated. Think of an attack on rail carriers at the
time of major track maintenance, or an attack on water
authorities during a storm. Such compounding or cascading
threats with a deliberate component become more likely in
a geopolitically volatile world (Wells, 2022).

Physical vulnerabilities of critical infrastructure

The summer of 2023 saw a wide variety of different
phenomena related to extreme weather (forest fires,

(hail) storms, floods), both inside and outside Europe.

In a number of countries, extreme weather events led to
power cuts, public transport was shut down and airports
were forced to close, among other things (NOS, 20233; b).
In the Caribbean part of the Kingdom, the probability of
severe hurricanes is increasing and the hurricane season is
getting longer. In 2022, Bonaire experienced heavy rainfall
that flooded parts of the island and resulted in power

cuts in some places (NOS, 2022). In the future, extreme
weather events may lead to more frequent failure of critical
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processes in the Netherlands as well.’2 The question is
whether processes can be restored in time in case of failure.
This is true especially since extreme weather is a common
cause failure, where several processes can be affected

by one incident at the same time. The phenomenon of
compounding or cascading threats is also relevant in this
context. After all, when the probability of natural threats
increases, the probability of different threats coinciding also
increases (Argyroudis, 2020). In addition, climate change
and the increase in extreme weather phenomena also put
pressure on the supply of utilities such as clean drinking
water and energy: salinisation diminishes the groundwater
quality. Periods of extreme heat or cold can create a peak
load on the grid due to an increased demand for energy to
run air conditioning or heating.

Resilience of critical infrastructure

In addition to developments in the threat landscape, the
implementation of European legislation for physical, digital
and economic resilience of critical infrastructure, among
other things, is an important development for this domain
(NCTV, 2024a). Besides the Critical Entities Resilience (CER)
and Network and Information Security 2 (N1S2) directives,
the Cyber Resilience Act (CRA) and the Digital Operations
Resilience Act (DORA) are European regulations that are
relevant for (some of) the critical infrastructure providers.
For the critical infrastructure domain, this means that more
organisations will have to comply with the legislation. The
number of critical infrastructure providers will therefore
increase. In addition, the organisations involved will have
to meet stricter requirements, including the establishment
of a duty of care for taking security measures and a duty

to reportincidents. The CER and NIS2 will be implemented
during the course of 2024 (NCTV, 2024b).

Energy supply: challenges regarding the energy transition

The energy transition involves working towards a new
energy system in which energy demand is reduced, fossil
fuels are phased out and the use of renewable energy
sources such as solar, wind and biomass energy (Trias
Energetica) is increased (Ministry of Defence, 2023).
Several aspects of this transition could have national
security implications. First, as a result of the energy
transition, more and more businesses and households

are switching to electricity as an energy source. This
electrification is creating an increase in energy demand.

A lot of work is being done to expand the capacity of the
electricity grid, but the increase in capacity cannot keep up
with the increase in demand. There are already problems
with getting every business and household connected to
the electricity grid and, for example, charging stations
need to be switched off at regular intervals because of this

12 For example, the energy sector (TenneT, 2023)
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capacity shortage. This puts pressure on the continuity

of electricity supply and the number of power cuts at the
regional (neighbourhood) level may increase due to the
electricity grid’s limited capacity. In addition, this bottleneck
may delay the energy transition and thus the sustainability
of our energy system (Government of the Netherlands,
2024). Calls from regional grid operators for energy

storage methods and flexible use are therefore growing,
both for the industry and households (Government of the
Netherlands 2023a; TenneT, 2024).

Second, the energy transition is material-intensive, which
will increase the demand for certain minerals and metals in
the coming years. Europe is heavily dependent on countries
such as China, Turkey and the Democratic Republic of
Congo for the supply of these critical raw materials. The
supply of these materials could therefore be a bottleneck
for the energy transition and could also be used as a
geopolitical instrument by the countries that the Kingdom
depends upon. A delay in the energy transition could in
turn coincide with limited capacity of the energy grid,
which could put further pressure on continuity of supply
(European Parliament, 2023).

A third aspect of the energy transition is the use of
hydrogen as an alternative energy source and carrier.

To use hydrogen, among other things, a nationwide
hydrogen transport network needs to be built. The
Netherlands has ambitions to become a global hydrogen
hub, with hydrogen being imported, stored and transported
in our country. The use of hydrogen also carries risks, as it
is highly flammable. In addition, it is odourless, colourless
and tasteless, which makes leak detection by human
senses difficult. This raises issues about how hydrogen
infrastructure can be set up in a safe way (Gasunie, 2023).

A fourth aspect relevant to continuity of supply is the
increasing dependence on solar and wind energy. When
there is a lack of solar and wind energy for an extended
period of time, this is referred to as dunkelflaute, which
puts pressure on continuity of supply. When planning the
new energy system, dunkelflautes can be taken into account
by accommodating for these periods with other energy
sources such as hydrogen or biomass.

The final relevant aspect of the energy transition in the
context of this Trend Analysis is that digitisation and energy
transition go hand in hand: the new energy infrastructure
will increasingly make use of digital products such as

smart meters and charging stations. This results in an
increase in the energy system’s digital attack surface,

which is amplified by the high speed at which technology
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is developed and implemented. Moreover, visibility of
vulnerabilities in these digital products is often limited,
which makes this infrastructure more vulnerable.

DrinRing water supply: pressure on groundwater quality

An important trend is the impact of pollution and climate
change on the quality of groundwater. Climate change
leads to sea level rise, which in turn leads to salinisation

of groundwater. Salinisation is also increasing due to

land subsidence and because rivers become saltier during
periods of extreme drought due to reduced water discharge
(Geudens, 2022). Groundwater is the main source for

the extraction of drinking water; in addition, drinking

water is extracted from surface water. Moreover, the use

of plant protection products, nitrate from manure and
residues from medicines and cosmetics negatively affect
the quality of ground and surface water (Government

of the Netherlands, 2018). This accumulation of factors
means that the vulnerability of the drinking water supply
has increased (Government of the Netherlands, 2018).

In 2023, RIVM has warned that there are regional shortages
in the supply of drinking water and that if no measures

are taken, the whole of the Netherlands will experience

a structural shortage from 2030 onwards (Van Leerdam,
2023; ILT, 2024). The fact that a period of prolonged
drought will put pressure on the supply of drinking water
from groundwater has been emphasized once more in 2024
by the PBL Netherlands Environmental Assessment Agency
(PBL, 2024).

Threat assessment implications

Several developments such as those described above

will have an impact on the continuity and availability of
critical infrastructures. This affects various national security
interests, including physical safety and territorial security
(damage to digital space).

The Kingdom’s physical safety and territorial security

can be affected in various ways within the threat theme

of critical infrastructure. First, (digital) attacks by state

or activist/political actors can lead to sabotage of critical
infrastructures, thus constraining their availability. Second,
extreme weather events (forest fires, floods, storms) can
cut off parts of the Kingdom from power and lead to the
shutdown of critical infrastructures such as public transport.
The question is whether these infrastructures can be
restored in time in case of failure, especially when several of
them are affected at the same time (compounding threats).
In addition, critical infrastructure has already proven to be

a target for digital attacks, damaging the integrity of the
digital space. Finally, increasing pressure on the electricity
grid is threatening the continuity of supply.
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Section B

Technology watch
and assessment

Technological developments have a significant impact on
society. Technological applications are being developed at a
rapid pace and efforts are being made to gain a technological
advantage over others. In addition to playing a vital role in,
among other things, Dutch earning power, technology is
important for addressing (international) societal challenges.
At the same time, there is also a downside to technological
developments, with technological applications posing a
threat to national security in various ways.

The large number of strategies, policy documents and
scientific analyses on this subject reflects the need to gain
control over the speed, impact and future of technological
developments. The Nationale Technologiestrategie was
published in early 2024, but reports on technological trends
are published on an ongoing basis internationally.
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Seven technology areas are discussed below. These
technology areas are large families of technologies with
numerous applications, whether or not in combination with
technologies from other families. Given the limited scope
of this Trend Analysis, it is impossible to give a complete
overview of relevant technologies for national security.
However, we do provide a brief overview of a number of
important technological developments that are relevant in
the context of national security.

Various sources were used to arrive at the selection of
technology areas, including the aforementioned Nationale
Technologiestrategie (Government of the Netherlands,
2024), the Herijking Sleuteltechnologieén (Van Bree, 2023),
the technology trend reports of NATO Science & Technology
Organization (Reding, 2023) and various publications from
the private sector.
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Table 1. Selection of 7 technology areas for the National Security Trend Analysis, including their definition

Artificial Intelligence Artificial Intelligence (Al) is an umbrella term for a family of methods, models and
algorithms inspired by human thinking and action, aimed at developing the ability of
systems to exhibit intelligent behaviour (ANV, 2020).

Space technology Space technology is technology aimed at the use of space through satellites, ground and
communication stations and possibly, in the future, space weapons (Bronkhorst, 2020;
US Department of Defence, 2020; NATO, 2024).

Quantum technology Quantum technology is based on specific phenomena from quantum physics (such as
entanglement and superposition) and uses the special behaviour of energy and matter
at atomic and subatomic scale, or in other words the smallest quantum particles,
to calculate, communicate and compute in a radically new way (Van Bree, 2023;
Government of the Netherlands, 2023).

Robotics and Robots are mechanical devices that can autonomously perform tasks in the air, on the
autonomous systems ground, on or under water. To perform these tasks, robots are equipped with control
technology and sensors (such as cameras, thermometers and light sensors).
The technology is aimed at developing methods, tools and resources in the fields of
mechanical structure, remote control and autonomy (Bronkhorst, 2020).

Photonics technology Photonics technology focuses on generating, transporting and detecting light waves and
light particles, also called photons (Government of the Netherlands, 2023; Bronkhorst,
2020; Photondelta, 2024).

Energy technology Energy technology is a broad field that includes a range of technologies for the
production, storage, transport and use of energy, such as technologies to harness energy
from the environment (fossil fuels, nuclear power and renewable energy sources)
(Bronkhorst, 2020).

Biotechnology Biotechnology involves the modification of organisms with the aim of improving the
functioning of organisms, plants, people or animals (COGEM, 2023).
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B.1 Artificial Intelligence

Artificial Intelligence (Al) is an umbrella term for a family
of methods, models and algorithms inspired by human
thinking and acting, aimed at developing the ability of
systems to exhibit intelligent behaviour (or, in other words,
mimic human skills such as reasoning ability, image and
speech recognition and learning ability) (ANV, 2020; Van
Bree, 2023). Al is a technology area in which developments
and breakthroughs follow each other in rapid succession
and which is an important enabling technology for other
innovations (Government of the Netherlands, 2024).

It has many application possibilities. In the fields of

energy transition, healthcare, mobility and the military,
among others, Al can be used for e.g. optimisation,
prediction, monitoring and diagnostics (Government of
the Netherlands, 2023a; 2024). At the same time, there are
also concerns about the responsible application of data
processing, learning ability and decision-support models.

In the context of national security, the emergence of
generative Al is an important development. Generative Al
enables, among other things, the automatic generation

of texts and (moving) images based on user input. One
application of generative Al is a Generative Adversarial
Network (GAN), where one neural network judges the
realism of the output of another neural network (Gonzalez
et al., 2024). Popular generative Al applications are
OpenAl’s ChatGPT (text generation) and Sora (video
generation). While generative Al offers many opportunities
(e.g. for the continued development of chatbots), this
development also has significant downsides. The same
technology can be used to produce disinformation,
forinstance. Not only can it increase the amount of
disinformation, but also its quality since fake images and
text are hardly distinguishable from real ones. Deepfakes
can also offer interaction, for example, instead of just
presenting a video of a talking person. In addition, the
technology offers possibilities to combine real images with
synthetic images. Moreover, disinformation is increasingly
targeted to the target audience, in order to have greater
impact (Janjeva, 2023). At the same time, Al applications
offer enhanced capabilities for disinformation detection,
perpetuating the cat-and-mouse game between attackers
and defenders (Janjeva, 2023).

The application of Al also has an impact on digital security.
GANs make it easier for less tech-savvy cyber-attackers to
experiment with techniques for carrying out cyber-attacks
(Janjeva, 2023). Moreover, Al systems can take over certain
tasks related to, for example, discovering vulnerabilities

in software (Hazell, 2023). Again, the issue here is that
such technology can be used by attackers as well as for
cybersecurity (see also Section A.9 Cyber threats).
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One of the challenges with the further development and
application of Al is the so-called predictability problem.
We cannot always accurately predict what an Al system

is going to do. This may not only create undesirable
outcomes, but can also result in declining trust in Al
systems and (government) organisations using such
systems in the longer term (Taddeo, 2022). On the one
hand, this uncertainty embedded in the predictability
problem is due to the fact that Al systems (especially
machine learning systems) are vulnerable to data
manipulation (intentional or otherwise), causing the system
to fail in unpredictable ways. Deliberate manipulation of
Al systems (adversarial Al) can potentially have a major
impact in a military context, such as missile defence
systems that ignore a threat, or weapon systems that self-
destruct or attack the wrong target (Galle, 2022).73 On the
other hand, insight in the rationale used by a system to
come to a conclusion or make a decision is often limited.
In addition, current systems simply cannot always properly
handle (new or unexpected) data outside the training

or simulation environment and thus are not robust in
operational situations (Nurkin, 2022). Especially in the
defence and security domain, this creates challenges in the
effective application of commercially available technology
(e.g. due to confidentiality of this data). Insufficient further
technological development focused on these challenges
and loss of confidence in Al systems give rise to concerns
about lagging development of Al in high-risk applications
(such as the defence domain) (Reding, 2023).

One of the ways in which Europe in particular is trying

to tackle the predictability problem is by developing
regulations aimed at the responsible use of Al.14
Suppliers in the European market must meet a number
of requirements, which should safeguard the quality of Al
systems and increase trust in such systems (Government
of the Netherlands, 2024). In addition, meaningful
human control is an important concept with regard to the
application of Al in the defence and security domain during
all phases of governance, design, development and use
(Heijnen, 2024).

A more concrete challenge is the capacity within the
Netherlands, but also in the EU, to scale up and compete
with foreign parties. This has partly to do with access to

13 See also Section A.9 Cyber threats.

14 This includes the GDPR, Digital Market Act regulation (DMA),
Digital Services Act regulation (DSA), DA, DGA, Al regulation,
NIS2 regulation Cyber Resilience Act regulation (CRA), the Cyber
Security Act regulation (CSA) and ‘Aanwijzing Algoritmes’ established
by the Chief Information Officer (CIO) of the Ministry of Defence. See,
among other things, ‘Defensie Strategie Data Science en Al 2023-2027’
(Government of the Netherlands, 2023a)
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computing power and associated infrastructure (for which
there is dependence on foreign cloud providers) and partly
with access to data (to train Al systems) (Government of
the Netherlands, 2024). The United States and Chinain
particular are frontrunners in the further development of Al
(both in terms of hardware and software) and thus largely
determine how Al is applied and data is used (AIVD, 2024;
Reding, 2023; Government of the Netherlands, 2024).

B.2 Space technology

Space technology is technology aimed at the use of space
through satellites, ground and communication stations.
The technology includes the development of methods,
tools and resources in the field of satellite observation,
satellite communications and space weapons for purposes
such as PNT (positioning, navigation and timing), early
warning and Earth observation (Bronkhorst, 2020; US
Department of Defence, 2020; NATO, 2024). The main
technological developments in space technology are
miniaturisation and increasing affordability of satellite
missions (the platforms themselves as well as the launching
capabilities), a decrease in vulnerabilities and dependence
on Earth-based satellites, increasing bandwidth, and the
development of counterspace capabilities (such as anti-
satellite (ASAT) and directed energy weapons). This results
in increased interest in space launches by both states and
commercial parties and thus provides the opportunity to
test space technology faster, more frequently and more
efficiently.

In line with this, the number of satellites launched has
increased dramatically in recent years, with constellations
of smaller satellites being launched in particular. Such
constellations are effectively networks of hundreds or
thousands of connected satellite systems delivering
low-latency broadband data, among other things. Due

to developments in the field of miniaturisation, more

and more actors are gaining access to the technology.
The satellites also become more stable and have flexible
configurations that can be utilised for multiple purposes.
Examples include observation and surveillance, weather
forecasting, broadband communications and internet
access for remote areas (GCHQ, 2022). Also emerging are
responsive space capabilities, i.e. the ability to quickly
launch a satellite with a smaller rocket (rather than a joint
launch) in response to an acute threat (DARPA, 2024).

In the context of national security, three developments

in space technology are relevant. The first important
development has to do with the militarisation of space

as a continuation of geopolitical competition on Earth.
States like China, the United States and Russia are moving
from passive military use of space to actively integrating
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space into conventional military operations (Reding, 2023;
Projectteam Statelijke Dreigingen, 2021). In early 2024,
for example, there was consternation over a Russian
anti-satellite weapon, about which the US government
issued warnings. While it is unclear whether it concerned

a nuclear-powered satellite (the most likely option) or

an actual nuclear weapon (which could do little damage

in space, apart from the electromagnetic pulse), itis an
indication that geopolitical tensions are extending into
space (Lillis, 2024; Wayenburg, 2024; Starling, 2024).
States are claiming their stake in space and develop
resources in and technologies related to the space domain,
especially in the area of counterspace (Projectteam
Statelijke Dreigingen, 2021; Reding, 2023). Counterspace
technologies are directed at gaining dominance in space
over other actors, with offensive actions targeting satellites,
ground systems or the communications between them
(Secure World Foundation, 2024). Outdated international
space law (originating from 1960-1980) is no longer fit to
deal with the large number of active (non-state) actors and
new activities in space (Goguichvli, 2021).

Another important development in space technology in
the context of national security is the lack of attention for
the digital security of space infrastructure. In this regard,
see also sections A.9 Cyber threats and A.10 Threats to
critical infrastructure. This results in a lack of understanding
of potential vulnerabilities. Satellites are used for a wide
range of military and civilian applications, such as GPS,
Earth observation and telecommunications (ENISA, 2022).
In the case of disruption of GPS (a specific GNSS signal),
disruptive cascade effects can occur, for example in critical
infrastructure (Government of the Netherlands, 2022).

In addition to dependencies on satellites for the purpose
of positioning or timing, satellites are also widely used

for Earth observation. Phenomena such as air pollution,
deforestation, melting of the ice caps, subsidence of dykes
and soil, drought and sea level rise are monitored from
space (NSO, 2022). Moreover, the increasing congestion

in space and the associated accumulation of space debris
make collisions (forcing satellites to divert), or even a
catastrophic chain reaction scenario such as the Kessler
Syndrome'3, increasingly realistic, thus making space
sustainability more urgent (Wall, 2022). Incidents affecting
the availability, integrity and/or confidentiality of these
satellite services could thus potentially have major socio-
economic impacts (ENISA, 2022; Projectteam Statelijke
Dreigingen, 2021; OECD, 2022).

A final development in space technology that is relevant to
national security is the increasing number of commercial

15 A hypothetical but feared scenario where a collision in space creates
more space debris, which in turn creates more collisions, thus resulting
in a positive feedback loop.
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parties that are active in space, such as SpaceX, Blue Origin
and Virgin Galactic (Ben-Itzhak, 2022; Reding, 2023; You,
2022). Particularly in the US, large sums of private money
are invested in the development of satellites, making access
to space cheaper and more flexible (NSO, 2022). In the war
in Ukraine, we see how the US company SpaceX’s Starlink
satellite constellation is being used for (disrupting) military
communications and the Internet (Miller, 2022). At the
same time, such dependence on a commercial party also
constitutes a vulnerability, as there is no guarantee that
SpaceX will continue to provide the service.

B.3 Quantum technology

Quantum technology is based on specific phenomena from
quantum physics (such as entanglement and superposition)
and uses the special behaviour of energy and matter

at atomic and subatomic scale, or in other words the
smallest quantum particles, to calculate, communicate and
compute in a radically new way (Van Bree, 2023). Quantum
technology is seen as an enabling technology for new
products and services. Application of quantum technology
for these new products and services is mostly still in its
infancy. The potential impact of quantum technology
applications is therefore still partly unknown (Bronkhorst,
2020). Nevertheless, in the context of national security it

is necessary to anticipate all kinds of quantum technology
applications. Quantum technology is usually subdivided
into three application areas: quantum computing, quantum
communication (including quantum key distribution) and
quantum sensing (Van Bree, 2023).

A highly relevant development in the field of quantum
technology with a view to national security is the

promise of the quantum computer.¢ It is expected that
quantum computers can be used as a digital weapon to
break current cryptographic standards. This means that
encrypting sensitive information using those standards will
not be enough (Neumann, 2021). Several (government)
services, such as the Tax Administration, use Public Key
Infrastructure (PKI). The technology can thus potentially
be used to cause disruption or failure of critical processes.
Itis possible that actors are already storing encrypted
communications to decrypt them once a quantum
computer with sufficient computing power becomes
available (TNO, CWI & AIVD, 2023). It is unclear when the
technology will be mature enough to do so. Since some
information will remain sensitive for a long period of time
and could also damage national security if decrypted by
malicious parties in ten, fifteen or twenty years’ time, itis
important that parties start to implement post-quantum

16 See also the threat theme of cyber threats (A.9).
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cryptography now, in order to protect this information
(AIVD, 2021; TNO, CWI & AIVD, 2023).

In addition, several applications in the military domain
are conceivable that could have an impact on operations.
Better sensors could greatly improve the effectiveness of
radar systems, making it easier to detect enemy vehicles
underwater and in the air. Stealth technologies could
become less effective as a result (Lele, 2021). In addition,
accurate clocks could be developed, enabling navigation
in areas where GPS is not available (Reding, 2023).
Quantum technology will not only offer new technological
improvements and capabilities, but also requires the
development of new (military) strategies, tactics, policies
and threat assessments (Krelina, 2021).

The above developments also highlight the relevance of
quantum technology in terms of strategic dependencies.
Forinstance, in 2023, the European Commission identified
quantum technology as one of the strategic focus areas
for the upcoming European Economic Security Strategy.
This strategy (still under development) aspires to provide a
common framework for strategic autonomy by promoting
competitiveness, protecting against risks that involve high-
risk strategic dependencies and cooperating with partners
(European Commission, 2023a). In addition, the European
Commission has selected quantum technology as one of
four technology areas (alongside advanced semiconductors,
Al and biotechnology) considered most likely to carry the
most sensitive and immediate risks in terms of undesired
knowledge and technology transfer. Member states are
advised to carry out a joint risk assessment for these
technology areas (European Commission, 2023b). At the
same time, unilateral export controls have also recently
been imposed in areas including quantum technology'?,
despite efforts within the EU to take such measures
jointly. This not only creates the risk of a ‘patchwork’

of export-restrictive measures within the EU, but also

of fragmentation of the common market within the EU
(European Commission, 2024).

B.4 Robotics and autonomous
systems (RAS)

Robots are unmanned systems that can perform tasks in
the air, on the ground, on or under water autonomously.
Robots are used to take over dull, dirty or dangerous
tasks from humans, but also offer important offensive
and defensive capabilities in areas such as intelligence
gathering and the use of weapons. To perform these
tasks, robots are equipped with control technology and

17 For example in Spain in May 2023 (Ministerio de Industria, 2023) and in
France in February 2024 (Haeck, 2024)
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sensors (such as cameras, thermometers and light sensors).
RAS technology is aimed at developing methods, tools

and resources in the areas of mechanical structure, remote
control and autonomous operation (Bronkhorst, 2020).
Autonomy means that a system can act independently in
an unexpected and uncertain situation, whereby human
supervision and monitoring ensure that the autonomous
systems stay within the imposed boundaries in all phases
of development (design, implementation, evaluation and
adaptation) (Reding, 2023; Elands, 2023). The functionality
of autonomous systems is based on three pillars: a world
model, intelligence (reasoning ability) and a task (goal
function). Sensors play an important role in collecting
information about the environment and about the
functioning of the system itself, which serve to check the
information against the world model.

A key driver in the further development of RAS are
advances in Al, and thus the further development of
autonomy in unmanned systems. An example of increasing
autonomy can be seen in the concept of swarming (swarms
of unmanned systems), where systems collaborate
(Bronkhorst, 2020). Such swarms of systems have a
potentially disruptive impact on the battlefield, for example
because they can saturate (air) defence systems. The
increase of autonomy in unmanned systems, and with it the
concern about whether one can still control these systems,
has been a long-time worry for the West, among others.
This is true especially with regard to the development of
Lethal Autonomous Weapon Systems (LAWS) (Rathenau
Institute, 2021). International legal agreements have so

far failed to materialise, but the technology continues

to develop, also because such autonomous weapon
systems can make use of developments in Al and civilian
applications of autonomy (Reding, 2023). As discussed
earlier for Artificial Intelligence, Western countries
emphasise the need for meaningful human control.
However, potential adversaries will have different legal and
ethical frameworks regarding the development, application
and deployment of Al systems for military use (Government
of the Netherlands, 2023).

In recent conflicts, autonomous systems have been
frequently deployed. Autonomous systems have played
and still play an important role in the conflicts in Nagorno-
Karabakh, Syria, Gaza and Ukraine (Detsch, 2021; Williams,
2023; Pol, 2022). Both Ukrainian and Russian armed forces
use unmanned systems for (supporting) military operations
in the air, on the ground and at sea. The systems are used to
damage critical infrastructure, disrupt enemy supply lines,
carry out surveillance and evacuation missions in hostile
areas and destroy vehicles and personnel (Vos, 2023).
Although the use of unmanned systems (drones) has a
great impact on the battlefield, the drones deployed in the
war in Ukraine are mostly controlled by human operators,
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are small and do not operate in a networked structure or
only to a very limited extent. At the same time, parties

do make innovative use of commercial, low-cost systems
(often for single use) that can be adapted for military
purposes (Pettyjohn, 2024). Drones are used to attack
targets (military and equipment), for example, but primarily
play an important role in intelligence gathering and
surveillance (Pettyjohn, 2024). Due to the increased use of
unmanned systems, counter-drone capabilities are taking
off as well (think of nets, electronic warfare, digital attacks
on software and more) (Reding, 2023; Pettyjohn, 2024).

B.5 Photonics technology

Photonics technology focuses on the generation, transport
and detection of light waves and light particles, also known
as photons. Photonics is similar to electronics, but instead
of electrons, photons are used to transport information
(Photondelta, 2024; Van Bree, 2023; Government of the
Netherlands, 2023a). Photonics has very broad application
possibilities within, among others, the following areas:
manufacturing industry (e.g. production machines

with lasers and 3D display technology), health (such as
diagnostics and monitoring using light), agrifood sector
(think of optical sensors for food safety and precision
agriculture), semiconductors (e.g. for making chips using
light), ICT (such as fibre optics and satellite communication),
and energy and the environment (e.g. measuring particulate
matter using optical sensors) (Parlementaire Monitor, 2018).
The technology is used in numerous ‘high-tech’ products,
not only in consumer products such as displays, cameras,
phones, internet connections, solar panels and lighting
(also in greenhouses, for example), but also in specific
military products such as night vision goggles or various
types of sensors for security applications. Photonics is

also an important enabler for the further development of
other technology areas, such as quantum technology and

Al (PhotonicsNL, 2020; Government of the Netherlands,
20233; 2024).

In the context of national security, we see a number

of relevant developments. One of the most important
developments in the field of photonics are communication
applications. Particularly relevant are fibre optic networks
and optical (satellite) communication, where information
is sent over long distances via light. Given the relatively
secure and robust connection via light signals, the
application is highly relevant for the defence and security
domain (Government of the Netherlands, 2024). Photonics
technology is also important in the military domain for
the further development of (optical) lasers, among other
things (Reding, 2023). The UK has recently conducted a
successful test with a laser directed-energy weapon, for
example. Such weapons can hit targets with an intense
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beam of light, disabling them or inflicting major damage
(Optics.org, 2024).

An emerging subfield of photonics technology is integrated
photonics. This involves the application of optical systems
in the chip industry (Photonic Integrated Circuits, PICs).
Photonic chips promise to be a more (energy) efficient
future alternative to current electronic chips (Government
of the Netherlands, 2023b).

Technologies used to produce very small semiconductor
components (Extreme Ultraviolet Lithography (EUV)

and optical metrology) are also subfields of photonics
(Government of the Netherlands, 2024). Machines (such
as those of ASML) apply patterns to a chip that form
processor or memory elements. As mentioned earlier,

the semiconductor industry is an important application
area of photonics, especially in the Netherlands. In general,
photonics companies within the EU experience challenges
in the supply chain. These challenges involve not only
shortages in materials, but also in intermediate products
and machines, for which these companies are dependent
upon suppliers outside the EU (Government of the
Netherlands, 2023b). At the same time, export measures
for the semiconductor industry reflect the geopolitical
tensions between the US and China, among others, with
Chinain particular also being dependent upon Western
companies such as ASML.

B.6 Energy technology

Energy technology is a broad field that includes a range of
technologies for the production, storage, transportation
and use of energy, such as technologies to harness natural
energy sources (fossil fuels, nuclear power and renewable
energy sources) (Bronkhorst, 2020). The area is rapidly
evolving due to the transition from the use of fossil energy
to renewable energy. Because the energy transition affects
many sectors of society, it attracts a lot of attention.

Developments in nuclear energy, renewable energy sources
and sustainable fuels (such as biofuels and hydrogen) are
particularly relevant (Reding, 2023). Second-generation
biofuels such as cellulose, algae and waste oils are

used for the production of, for example, bioethanol,

but CO; and hydrogen (see also A.10 Threats to critical
infrastructure) as raw materials for chemical technology
are also emerging (COGEM, 2023). An important starting
point is that technological advancements like these should
not compete for materials with food production (COGEM,
2023). With the growing reliance on renewable energy
and the increasing electrification of society, robust and
reliable electricity storage (such as batteries, but also
flywheels) becomes increasingly important (Reding, 2023).
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Electricity storage is essential to accommodate peak
electricity supply and demand, and so is decentralisation

in order to create networks that are independent of each
other. In section A.10 Threats to critical infrastructure,

a more detailed explanation is given of the challenges
surrounding the energy transition in relation to critical
infrastructure. In the military domain, the supply of fuel is
currently one of the critical issues for operational continuity.
This is partly because weapon systems require more energy
(e.g. laser applications). Electricity storage is therefore also
becoming increasingly important in this context (Ministry of
Defence, 2023).

In addition, technological developments with regard to
energy transmission (such as micro grids for the built
environment), heat networks and other ways to promote
flexibility in the energy system are important, especially
when it concerns a stable electricity grid (Government

of the Netherlands, 2023a; Reding, 2023). At the same
time it is crucial within critical infrastructure, for instance,
to pay attention to the ‘intermediate phase’. This is the
stage when new technologies for the energy transition
have not yet been developed to the fullest but are already
being implemented alongside existing infrastructure and
technology. In this phase it should be ensured that new and
existing technologies can be linked, while guaranteeing the
continuity of electricity supply (TenneT, 2023).

It should be noted that Dutch and European strategic
autonomy is limited when it comes to the further
development of energy technologies. On the one hand, the
energy supply itself is used as a strategic weapon by, for
instance, Russia. On the other hand, there is dependence

in the area of the actual development of and research

into renewable energy sources, especially on China, which
has itself set the goal of being carbon neutral by 2060
(Government of the Netherlands, 2024). In addition to
such investments, China is also dominant in the value
chain of rare earths that are crucial for battery technology,
for example (Government of the Netherlands, 2023a).
Apart from investments in emerging technologies such

as sodium ion, which require fewer critical raw materials,
the Nationale Technologiestrategie states, among other
things, that we should “strive for a sustainable and resilient
supply chain for critical raw materials to minimise potential
risks and promote the energy transition in a reliable and
stable manner”. (Government of the Netherlands, 2024,
p.81). A key initiative in response to the finding that the

EU is highly dependent on other countries for critical raw
materials is the EU’s Critical Raw Materials Act (2023/0079)
(European Commission, 2023). This regulation includes

a set of actions to ensure that the EU has and maintains
access to a secure, diversified, affordable and sustainable
supply of critical raw materials. Investigations are also
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ongoing into recycling (of wind turbine blades, for example
(TNO, 2024)) as a possible (partial) solution to the shortage
of materials (Pommeret, 2022).

B.7 Biotechnology

Biotechnology is a technology that uses living organisms,
cells or their components to develop new products. Thanks
to developments in sequencing (determining the base
order in genetic material), gene editing (making highly
specific changes to the genome)'8 and genetic modification
(adaptation of genetic material in a way that is not possible
in nature), combined with the further development

of technologies such as information technology and
automation, biotechnology is on the rise. This makes it
possible to apply biotechnology on an ever-larger scale
(COGEM, 2023). The technology is used, for example,

to improve crops (such as plant or seed breeding), in
healthcare (such as fighting diseases), and for industrial
applications (such as replacing environmentally harmful
substances with biological materials) (Government of

the Netherlands, 2024). A colour classification of the
application areas of biotechnology is often used: industrial
applications (white), agriculture and food (green), medical
and health (red), and maritime (blue) (Van Bree, 2023).

In the context of national security, this technology area
also has both civilian and military applications and is

thus dual-use in nature. For instance, developments in
synthetic biology allow very precise modifications to
existing organisms or even the creation of entirely new
organisms. Synthetic biology gained prominence with

the rapid development of a COVID-19 vaccine (GCHQ,
2022). The techniques used for vaccine development

can also be used to (re)create a virus (Van Weerd, 2021).
Developments in precision health, using knowledge of DNA
(for the purpose of personalised treatment of diseases)
(COGEM, 2023; Reding, 2023), also have potentially
malicious applications. For example, biological weapons
could be developed that target people with specific genetic
characteristics, and genetic information could be abused

to identify and discriminate against ethnic groups on the
basis of race. It is therefore essential to (digitally) secure
databases where DNA codes are stored’® (Luca, 2023).
Government databases such as the UK Biobank?2? are crucial
for training algorithms on anonymised data, for example,

18 Gene editing (making highly specific changes to the genome) has taken
off since the application of the CRISPR-Cas9 system (Clustered regularly
interspaced short palindromic repeats (CRISPR) associated protein) over
10 years ago. This makes it relatively easy to create a break at a specific
site in the DNA and modify the genome at that site (COGEM, 2023)

19 Also think of companies offering online services to research genealogy
based on genetic material.

20 See https://www.ukbiobank.ac.uk/ for more information on the UK Biobank.
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in order to conduct research into underlying causes of
certain diseases. However, this also makes them a target of
criminals and other malicious parties (Alder, 2023; Kuntz,
2024). In late 2023, for example, the company 23andMe
was targeted in a massive data breach, in which data from
almost seven million users was stolen. Cybercriminals
gained access to certain personal data, such as family trees,
year of birth and geographical location, by using login
details that were exposed in previous hacks (McCallum,
2023; The Guardian, 2024).

Biotechnology applications can be used for human
enhancement, but not all human enhancement techniques
are biotechnology in the sense that (components of)

cells or living organisms are used. Human enhancement
revolves around improving people’s physical, cognitive,
physiological, sensory or social functions (Reding, 2023).
However, apart from the ethical and legal frameworks,
research into human genetic modification and gene
therapy is still at an early stage because they are highly
complex processes. Moreover, at the moment the most
gains can be made in the field of training or other external,
relatively simple interventions (Van Weerd, 2021). In this
context, it is relevant to mention the recent developments
around Neuralink, Elon Musk’s company that is focused on
neurotechnology and the development of brain-computer
interfaces (BCls, brain implants). Such BCls are designed to
control a computer using thoughts, making them a form
of human enhancement. However, the first applications
are envisaged for people who are paralysed. Creating

links with, for instance, Al to make people think faster is
something for a very distant future. The company claims to
have succeeded in inserting a BCl into a human being for
the first time in February 2024, providing only very limited
additional information about the patient in question
(Guarino, 2024).

The EU has stricter regulations on biotechnology than, for
instance, China, given the political and social emphasis on
ethical considerations with regard to genetic modification
(Government of the Netherlands, 2024). At the same
time, the technology continues to develop. This carries
the risk that at some point Europe will be confronted with
technological applications in the defence and security
domain without having developed the appropriate
countermeasures.
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Section C
Methodology

A number of methodical steps were followed to arrive at
the National Security Trend Analysis.

Step 1: listing of developments outlined in the NRA
The Trend Analysis discusses new developments since the
drafting of the National Risk Assessment (NRA) and the
status of those already included in the NRA. Therefore,
the first step in the analysis involves listing all the
developments included in the NRA for each of the threat
themes. These threat themes are:

« Infectious diseases;

« Climate and natural disasters;

- Major accidents;

« Social polarisation, extremism and terrorism;

« Foreign subversion of the democratic constitutional
system (including organised crime);

- International and military threats;

« Economic threats;

« Cyber threats;

» Threats to critical infrastructure.

Step 2: two-track literature scan

Subsequently, a comprehensive literature scan was
performed along two tracks. On the one hand, it concerned
a scan from the perspective of the threat themes discussed
in the NRA.2' This means that a search was done for
relevant developments from the perspective of infectious
diseases, for example. This search focused both on the
status of developments already included in the NRA and
on new developments. On the other hand, a scan was
performed from the perspective of more autonomous
developments in the social, technological, ecological,
economical and (international) political (STEEP) domains.
When these two tracks are combined, a complementary
picture of developments relevant to national security

21 The NRA contains nine threat themes. However, the Trend Analysis
looks at ten themes. The reason for this is that the topic of organised
crime was included in the NRA in an umbrella theme, but is presented
separately in the Trend Analysis. This is to match the way in which
organised crime has been included in the Security Strategy.
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emerges (see step 3). The organisations within the ANV
created several scan teams that looked at a number of
topics (threat themes or autonomous developments).
Whenever possible, a match was made with the expertise
of the organisations in question.

In the literature scan, different types of sources were
consulted. These included academic literature, grey
literature in the form of reports from governments and
(inter)national organisations, as well as news reports.
Only new developments that have occurred since the first
quarter of 2022 when the NRA analysis was performed,
or about which more information has become available
since then or which have manifested themselves differently
than previously expected, were included in the literature
scan. The Trend Analysis includes publications that were
published up to and including 31 May 2024. In terms

of time horizon, the primary focus is on developments
that will be significant for the remaining duration of the
Security Strategy for the Kingdom of the Netherlands, up
to and including 2029. For a number of more long-term
developments, such as those regarding climate change,
we have deviated from this limit, especially since these
and other movements also have longer lead times in
terms of possible measures and policies. The findings
from the literature scan were supplemented and validated
through in-depth interviews with content experts. For
the interpretation and retrieval of developments for

the Caribbean part of the Kingdom, a separate session
was organised with representatives of the countries and
public bodies.

Step 3: exchanging information on developments
Whereas the scan for developments was designed based
on the individual threat themes and developments in the
broader domains, an explicit function of the Trend Analysis
is also to provide insight into the possible connections
between them. Therefore, the next step was to exchange
information about the developments for the various topics
scanned. For each of the developments identified, we
assessed whether they might also apply to another threat
theme or autonomous development. In order to do so,
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a work session was organised with all scan teams, at which
the following two questions were asked:

« Which developments from threat theme X potentially
affect threat theme Y and should also be included as
developments within this theme?

« Which findings from the perspective of the five
autonomous developments are relevant to the
individual threat themes and should also be included as
developments within those themes?

The step resulted in a more complete and integral picture
of the relevant developments for each threat theme and
autonomous development.

Step 4: summary and integral overview of developments
(what’s new?)

Based on the findings from the previous steps, we also
created a summary and integral overview of developments.
This mainly looked at developments that may have broad
implications for multiple threats, for example, and that may
also interact extensively with other developments. This
overview focuses mainly on the question ‘what’s new?’ and
is designed along the lines of the STEEP domains, as also
used in the literature scan. The objective of the overview

is not only to highlight some of the key findings from the
previous steps, but also to pay particular attention to
cross-connections.

Step 5: interpretation of implications - strategic insights
and consequences for the security assessment

The fifth step involves interpreting the implications of

all developments considered. This interpretation takes
place at three different levels of abstraction. First of all,
for each threat theme the possible consequences of
related developments for the threat assessment of the
relevant theme as outlined in the NRA are indicated.

This interpretation is mainly based on the implications

of developments for the six national security interests
compared to the 2022 analysis, where applicable also
focusing on the expected frequency of the threat(s) in
question. However, it is important to stress that the

Trend Analysis is not a risk assessment. This means that
no explicit statement is made about changes in impact
and likelihood scores for the various threat scenarios
presented in the NRA. Second, an interpretation of the
broader developments as viewed from the STEEP domains
is provided in a similar manner. It focuses primarily on the
implications for national security (interests) in general and
the threats for which the broader developments may be
relevant. Third, an interpretation of the consequences at

a more strategic level of abstraction is provided. In this
case, the primary question is which dynamics we see when
we compare the developments from the Trend Analysis.
This interpretation adopts more of a systems perspective,
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building on the overviews created in step four. It also
includes a look at possible questions and challenges for
further strategy development.

Difference with previous ANV horizon scans

The approach of the Trend Analysis 2024 differs in several
respects from previous, similar ANV products such as the
2018, 2019 and 2020 horizon scans. For instance, this
edition puts greater emphasis on both the implications and
coherence of the various developments. This translates,
among other things, into an overview with insights at the
strategic level. At the same, this Trend Analysis also pays
more attention to developments (and their implications)
from the perspective of the various threat themes. This
partly stems from another difference, which is that the
Trend Analysis, unlike its predecessors, is explicitly linked
to other analysis and strategy documents. These are the
NRA on the one hand and the Security Strategy on the
other. Furthermore, the creation of the Trend Analysis
involved more structured and frequent consultation

with the clients for whom it was made. For this purpose,

a steering committee was formed, which also included
representatives from the Caribbean part of the Kingdom.
Finally, the way in which the findings are presented is also
different from many of the other ANV products. Instead of
organising the report in the same order as the analytical
steps described above, the main report highlights the more
strategic and overarching findings.
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Section D

The National Network of
Safety and Security Analysts

The National Network of Safety and Security Analysts (ANV)
is a knowledge network that was established in 2010.

At the request of the Ministry of Justice and Security, the
network has since then prepared national risk assessments
and other in-depth analysis studies in the area of national
security on behalf of the former National Security Steering
Group (Stuurgroep Nationale Veiligheid, SNV). The ANV
compiled the National Security Profile in 2016 and the 2019
and 2022 National Risk Assessments.

The ANV consists of a permanent core of seven
organisations surrounded by a network (the ‘ring’) of
organisations, such as knowledge institutions, research
agencies, civil services, safety regions, (essential) businesses
and consultancy firms, which are engaged in the production
of analyses and in-depth studies, depending on the
knowledge requirements. The permanent core consists of:

« The National Institute for Public Health and the
Environment (RIVM)

« The Netherlands Organisation for Applied Scientific
Research TNO

« The Netherlands Institute of International
Relations ‘Clingendael’

« SEO Amsterdam Economics

« The General Intelligence and Security Service (AIVD)

- The Military Intelligence and Security Service (MIVD)

+ Research and Documentation Centre (Wetenschappelijk
Onderzoek- en Documentatiecentrum, WODC()
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These organisations possess wide-ranging,
multidisciplinary expertise and therefore collectively

span the National Security work field. This structure
guarantees the all-hazard approach of ANV products as
well as the uniformity of the methodology and cross-
disciplinary analysis. Monitoring and further development
of the methodology used by the ANV is in the hands of

a working group dedicated to that purpose. The seven
core organisations, united in the Consortium, share
responsibility for the quality of the contents of the NRA
and other products. Specific, supplementary expertise is
provided by the other organisations in the network. The
organisations in the core and the ring ensure that experts
and analysts are made available to sit on working groups,
which undertake the various activities in continuously
varying compositions. There is also a supporting secretariat
(the ANV Secretariat) made up of a general secretary

and project support personnel, who provide process
management, progress monitoring and support for the
creation of the different products. The ANV Secretariat
acts as the fixed point of contact for the principal and is
housed within the RIVM. The organisational structure of the
National Network of Safety and Security Analysts is shown
in the following figure.
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Figure 1. Network structure of the ANV
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